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(57) ABSTRACT

Methods and systems for error detection and error correction
in n-valued with n>2 data symbols are disclosed. N-valued
check symbols are generated from data symbols in n-valued
logic expressions using n-valued logic functions. N-valued
Hamming codes are disclosed. Also disclosed is the genera-
tion of check symbols from data symbols in an n-valued
expression wherein at least one check symbol is multiplied
by a factor not equal to 0 or 1 in GF(n). Identifying n-valued
symbols in error by check symbols and error correction by
solving sets of independent n-valued equations are also
disclosed. A method for introducing and removing annoy-
ance errors is provided. Systems for error corrections in

3, 2006. communication and data storage are also provided.
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Create n-valued check symbols by applying

n-valued reversible logic functions so that:

-each data symbol is a function of at least two n-valued

check symbols, and if a the value of one data symbol is changed it
affects at least two check symbols

- not only one check symbol changes if one n-valued data symbol
changes in value or state.

Create an n-valued codeword by combining
n-valued data symbols and check symbols.

FIG. 3
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In a received codeword identify n-valued data symbols
and check symbols.

Apply the received data symbols to the relevant n-valued
expressions with n-valued logic functions, and determine
the re-calculated check symbols.

Compare received and re-calculated check symbols.

Determine if a data symbol
was in error.

Calculate the correct value of the symbol
in error.

Provide the correct data symbols

FIG. 4
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MULTI-VALUED CHECK SYMBOL
CALCULATION IN ERROR DETECTION
AND CORRECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/779,068, filed Mar. 3, 2006, which
is incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] The present invention relates to error correction
coding. In particular it relates to error correction by using
check symbols which determine a relation between data
symbols, created by applying n-valued logic functions to
data symbols.

[0003] A check symbol over data bits is usually called a
parity bit and 1s used in binary error correction or detection.
It is calculated by applying a binary logic function to a
number of data bits is for instance a word or sequence of
bits. A parity bit is transmitted with the data bits. At the
receiving side the parity bit is recalculated using the same
function and data bits in identical positions in the codeword
or sequence of data bits. If the received parity bit and the
calculated parity bit are different one may assume that an
error has occurred in at least one bit, including the parity bit.
[0004] The number of binary functions that can be applied
to calculate a parity bit, and be used to correct errors, is
limited to two functions, the binary XOR and EQUAL
functions. As both functions are each others reverse, it does
generally not make a difference if one uses one or the other.
[0005] Because of the limited number of parity functions
one has to increase the number of parity bits, and thus lower
the information transmission rate, to perform error correc-
tion.

[0006] N-valued codes, such as Reed-Solomon codes are
known. Check symbols are generated by using in essence
adders and multipliers in a Linear Feedback Shift Register.
Also checksum approaches are known. Essentially all these
codes go back to using binary methods and intermediary
steps are required in RS codes to determine a check symbol.
Like in a RS code one may add symbols to an n-valued
codeword according to a coding scheme to improve the
Hamming distance between codewords. However detecting
and correcting errors may become quite elaborate.

[0007] Accordingly simple methods and apparatus provid-
ing a greater number of parity functions, lowering the
number of check symbols and thus increasing the informa-
tion transmission rate of error correcting codes or making
error correction easier are required.

SUMMARY OF THE INVENTION

[0008] One aspect of the present invention presents a
novel method and system that will provide n-valued symbol
correction in a plurality of n-valued data symbols.

[0009] In accordance with another aspect of the present
invention a method is provided for determining an n-valued
check symbol with n>2 from a plurality of n-valued data
symbols, comprising using a reversible n-valued logic func-
tion in an n-valued logic expression with the plurality of
n-valued data symbols as variables.

[0010] In accordance with a further aspect of the present
invention a method is provided for determining an n-valued
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check symbol using an n-valued function that is commuta-
tive, associative and self reversing.

[0011] In accordance with another aspect of the present
invention a method is provided for generating a plurality of
n-valued check symbols, wherein a first n-valued check
symbol is generated by a first n-valued expression and a
second n-valued check symbol is generated by a second
n-valued expression and the first and second expression have
at least one n-valued data symbol in common as variable.
[0012] In accordance with a further aspect of the present
invention a method is provided for multiplying at least one
variable in an n-valued expression in GF(n) not leading to O
or to identity and not using an LFSR.

[0013] In accordance with another aspect of the present
invention a method is provided for generating a plurality of
n-valued check symbols, wherein a first n-valued check
symbol is generated by a first n-valued expression and a
second n-valued check symbol is generated by a second
n-valued expression and the first and second expression have
at least one n-valued data symbol in common as variable.
[0014] In accordance with a further aspect of the present
invention a method is provided for wherein n-valued check
symbols are created according to a Hamming code.

[0015] In accordance with another aspect of the present
invention a method is provided for error correcting up to k
errors in a codeword having r n-valued data symbols,
comprising the steps of creating k n-valued check symbols,
each check symbol generated by one of k n-valued expres-
sions each with at least two of the r n-valued data symbols
as variables and each expression applying a reversible
n-valued logic function, wherein the k n-valued expressions
form an independent set of equations for solving k
unknowns; and creating a first codeword comprising r
n-valued data symbols and k n-valued check symbols.
[0016] In accordance with a further aspect of the present
invention a method is provided for multiplying at least one
of the r n-valued symbols in the n-valued expression in
GF(n) not leading to 0 or to identity and not using an LFSR.
[0017] In accordance with another aspect of the present
invention a method is provided for creating at least r
n-valued additional check symbols, each of the r additional
check symbols depending on one of the r n-valued data
symbols as a variable; and providing the at least r data
symbols and the r+k check symbols on an output.

[0018] In accordance with a further aspect of the present
invention a method is provided for re-calculating check
symbols.

[0019] In accordance with another aspect of the present
invention a method is provided for comparing transferred
check symbols with re-calculated check symbols; and iden-
tifying if an error has occurred in the first codeword.
[0020] In accordance with a further aspect of the present
invention a method is provided for identifying which of up
to k n-valued symbols in the first codeword are in error.
[0021] In accordance with another aspect of the present
invention a method is provided for making the up to k
identified symbols in error in the first codeword unknowns
in k n-valued expressions for generating n-valued check
symbols; and solving the set of k equations for the
unknowns.

[0022] In accordance with a further aspect of the present
invention a system is provided for implementing the meth-
ods herein provided as different aspects of the present
invention.
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[0023] In accordance with another aspect of the present
invention the system herein provided as an aspect of the
present invention is a communication system.

[0024] In accordance with a further aspect of the present
invention the system herein provided as an aspect of the
present invention is a data storage system.

[0025] In accordance with another aspect of the present
invention a method is provided for creating and solving
annoyance errors.

DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 shows a Venn diagram for a n-valued (7,4)
Hamming code.

[0027] FIG. 2 shows a Venn diagram for a n-valued (11,7)
Hamming code.

[0028] FIG. 3 illustrates in a flow diagram a method of
creating a n-valued codeword.

[0029] FIG. 4 illustrates in a flow diagram a method for
correcting n-valued symbols in error.

[0030] FIG. 5 shows a matrix for arranging n-valued data
symbols and check symbols.

[0031] FIG. 6 shows another matrix for arranging n-val-
ued data symbols and check symbols.

[0032] FIG. 7 shows yet another matrix for arranging
n-valued data symbols and check symbols.

[0033] FIG. 8 shows yet another matrix for arranging
n-valued data symbols and check symbols.

[0034] FIG. 9 shows in diagram a relation between data
symbols and a check symbol.

[0035] FIG. 10 is a flow diagram illustrating a method for
detecting errors.

[0036] FIG. 11 illustrates a communication system in
accordance with an aspect of the present invention.

[0037] FIG. 12 illustrates part of a data storage system in
accordance with an aspect of the present invention.

[0038] FIG. 13 illustrates another part of a data storage
system in accordance with another aspect of the present
invention.

DESCRIPTION OF A PREFERRED
EMBODIMENT

[0039] The term n-valued herein is used as non-binary
wherein n>2. Herein also the term check symbol is used. In
binary applications one generally uses the term parity bit or
symbol. Because the binary check function is the XOR
function a check symbol generated by the XOR function is
a 0 if there was an even number of is and a 1 if there was
an odd number of 1s. Hence the name parity. The name
parity has no such meaning in n-valued functions. Accord-
ingly the name check symbols will be used.

[0040] Parity calculation in binary error correction is the
process wherein a number of bits in a codeword or sequence
or block have for instance an even parity or even number of
1s, including the parity bit. Assume one has an 8 bit code
word [ab ¢ d e fgh] and a parity bit p is added. For instance
a rule for determining a parity symbol could be: the number
of Isin [a b c d e f gh p] should always be even.

[0041] This can be expressed in the equation a+b+c+d+
e+f+g+h+p=0. The operation ‘+ in this equation is the
modulo-2 addition or XOR function.

[0042] It is one aspect of the present invention to create a
check symbol for a codeword comprised of k n-valued
symbols by using a reversible n-valued operation scl. In
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n-valued logic one may use different ways or functions to
create a ‘parity’ or check symbol. One may use reversible
and non-reversible operations. For instance a non-reversible
parity n-valued operation is one wherein a 1 is added
(modulo-n) to a sum when a symbol is not 0, and a 0 when
a symbol is zero. The reversibility is related to determining
the original value of the symbols of which a parity symbol
is determined.

[0043] One method as an aspect of the present invention is
to apply reversible n-valued logic operations to calculate the
‘check’ or parity symbol of a sequence of n-valued symbols.
The advantage of a reversible operation is that an equation
can be solved. For instance two n-valued symbols x1 and x2
combined by a function scl will generate a symbol pl
according to the equation: x1 scl x2=pl.

[0044] Assume that scl is self reversing and commutative.
In that case (as is for instance explained in U.S. patent
application Ser. No. 10/912,954 filed Aug. 6, 2004 entitled:
Ternary and higher multi-value digital scramblers/descram-
blers, which is incorporated herein in its entirety): x1=p1 scl
x2. For calculation and notation purposes it is sometimes
preferred to write the parity symbol equations with a result
0. In that case (x1 sc1 x2=0) can be written for instance as:
(x1 scl x2 scl pl)=0. This is the result of (x1 scl x2)=(pl
scl 0) again with scl assumed to be a commutative self-
reversing n-valued function.

[0045] It should be clear that p1 can also be calculated in
a different fashion. For instance by: (x1 scl x2)=(p1 sc2 0)
so that ((x1 sc1 x2) sc3 p1)=0. Herein the function sc3 is the
reverse of sc2. If sc2 is self-reversing then:

((x1 scl x2) sc2 pl)=0.

[0046] It is important to note that the n-valued self-
reversing functions are in general not associative. This
means that even though a function may be commutative, the
order of variables in a multi-variable equation does matter.
The expression (x1 scl x2 sc2 pl) should be evaluated as
{(x1 sc1 x2) sc2 p1}1. In words: first evaluate (x1 scl x2)
as ‘term’ and then {term sc2 pl}. Assuming scl and sc2
being commutative one will get the same results by evalu-
ation {p1 sc2 (x1 scl x2)} or {p1 sc2 (x2 scl x1)} or {(x2
scl x1) sc2 pl}.

[0047] To demonstrate the above one may apply two
functions: scl and sc2, which are self-reversing and com-
mutative. For instance one can use two 4-valued switching
functions scl and sc2 of which the truth tables are provided
below.

scl 0 1 2 3
0 3 2 1 0
1 2 1 0 3
2 1 0 3 2
3 0 3 2 1

sc2 0 1 2 3
0 1 0 3 2
1 0 3 2 1
2 3 2 1 0
3 2 1 0 3




US 2007/0258516 Al

[0048] Assume x1=1 and x2=2. Then (x1 scl x2)=0
according to the truth table of scl. If one wants (x1 scl x2)
(p1 scl 0) then p1=3. Or (x1 scl x2 scl p1)=0. For instance
(x1 scl pl) in this case is (1 sc1 3)=3. And (x2 scl 3)=(2 scl
3)=2 which is different from 0. So the expression is not
associative. However the expression is reversible when one
observes the order of the variables.

[0049] For illustrative purposes the associative 4-valued
function sc3 is also provided in the following truth table.

Sc3 0 1 2 3
0 0 1 2 3
1 1 0 3 2
2 2 3 0 1
3 3 2 1 0

[0050] It is easy to check that (x1 sc3 x2 sc3 pl)=0 will
apply if (x1 sc3 x2)=pl.

Error-Correction

[0051] Two different functions allow for error correction
of at least one symbol after transmission of a block of 4
symbols of which 2 symbols are ‘check’ or parity symbols.
The ‘check’ symbols are created by applying different n-val-
ued functions to two n-valued information symbols. For
instance in the 4-valued case the following is applied.
Assume two information symbols x1 and x2. From these
symbols two 4-valued ‘check’ symbols are created: pl and
p2 according to the two n-valued functions scl and sc2 with:
pl=(x1 scl x2) and

p2=(x1 sc2x2).

[0052] One can then transmit the 4 symbols word [x1 x2
pl p2] and identify and correct one transmission error. The
critical issue here is to select scl and sc2 in such a way that
a combination of (pl, p2) completely determines the gen-
erating information symbols x1 and x2. This can be done in
the following way:

1. Before transmission of the information symbols, p1 and
p2 are calculated from symbols x1 and x2 and added to the
transmitted symbols into a 4 symbol word [x1 x2 pl p2].
Consequently the information transmission rate has been
halved.

[0053] 2. One will receive the 4 symbol word [x1r x2r plr
p2r]. At reception the check symbols are recalculated from
x1r and x2r using the known functions. The symbols x1r and
x2r are the received information symbol, of which one may
contain an error. One can then calculate plr and p2r accord-
ing to:

plr=(x1r scl x2r) and

p2r=(x1r sc2 x2r).

3. If plr=pl and p2r=p2 it may be assumed that no error has
occurred (again under the assumption that only one error
may have occurred).

[0054] 4. If plr=pl or p2r=p2 then an error has occurred
during transmission in either pl or p2. Because the assump-
tion is that only one error occurs in [x1 X2 p1 p2], combined
with how pl and p2 are calculated, the only way that only
pl or p2 has an error can be that only one of these check
symbols has experienced a transmission error. If either x1 or
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x2 had experienced a transmission error then both plr and
p2r would be different from pl and p2. So x1r and x2r may
in that case be assumed to be identical to x1 and x2.

5. If both plr and p2r calculated from x1r and x2r are
different from p1 and p2 then it is clear that either x1r=x1 or
that x2r=x2. In this case plr=pl and pr2=p2, because only
one error is assumed to have occurred. And that error took
place in one of the information symbols.

[0055] As an illustrative example scl is selected to be the
modulo-3 addition and sc2 a modulo-3 subtraction.

scl 0 1 2
0 0 1 2
1 1 2 0
2 2 0 1

sc2 0 1 2
0 0 2 1
1 1 0 2
2 2 1 0

[0056] The following table provides all possible check
symbols pl and p2 as a result of x1 and x2.

pl p2 x1 x2
0 0 0 0
1 2 0 1
2 1 0 2
1 1 1 0
2 0 1 1
0 2 1 2
2 2 2 0
0 1 2 1
1 0 2 2

[0057] From the above table one can see that each com-
bination of (pl, p2) maps into a unique combination of (x1,
x2). Assume that the sequence [x1r x2r plr p2r|=[1 2 2 1]
was received. When one calculates pl=(x1r scl x2r) one
gets p1=0. From p2=(x1r sc2 x2r) one gets p2=2. Clearly
that is different from plr=2 and p2r=1. With two check
symbols in error (assuming maximum a single error) it
means that either x1r or x2r is in error, but that plr and p2r
may assumed to be correct. The correct information symbols
according to the matching table is [x1 x2]=[0 2]. This means
that x1r was in error. The underlying requirement for this
method of error-correcting coding to work is that each
combination of (x1, x2) generates by using scl an output pl
and by using sc2 an output p2 in such a way that each
combination (x1, x2) in fact generates a unique combination
of (pl, p2). In fact (x1, x2) are reversible combinations:
when (pl, p2) is known then (x1, x2) is known. And when
(x1, x2) is known then (p1, p2) is known.

[0058] Another requirement is that the creation of pl and
p2 applies functions in such a way that when either x1 or x2
change then both p1 and p2 have to change. If that is not the
case then under the condition of one symbol error it may not
be possible to correct the occurring error. This condition
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applies to all n-valued symbols. The underlying reason is
that for n>2 each word of 4 symbols has only 1 symbol in
common with another word of 4 symbols. The positive side
of' this condition is that one can apply shifted versions of the
truth tables of scl or sc2 for creating the functions to
generate the n-valued check symbols. For instance in the
ternary case one can shift all rows in the truth table of the
modulo-3 add function scl one position up and put the top
row of the modulo-3 add function on the bottom of the new
truth table. One may leave the truth table of sc2 unchanged.
[0059] The result is shown in the new truth tables of scl
and sc2.

scl 0 1 2
0 1 2 0
1 2 0 1
2 0 1 2

sc2 0 1 2
0 0 2 1
1 1 0 2
2 2 1 0

The table of (x1, x2) and (p1, p2) under pl=x1 scl x2 and
p2=x1 sc2 x2 is provided in the following table:

pl p2 x1 x2
1 0 0 0
2 2 0 1
0 1 0 2
2 1 1 0
0 0 1 1
1 2 1 2
0 2 2 0
1 1 2 1
2 0 2 2

One should take care in determining p1l and p2 as both scl
and sc2 are non-commutative and the input order of x1 and
x2 does make a difference when switched. However the new
function scl also can serve as a function to determine a
check symbol pl and allows for error correction.

[0060] Other examples will also be provided. It should be
clear that any word [x1 x2 p1 p2] in the above table only has
1 symbol in common in a similar position with any other
codeword. In one way the use of symbols is inefficient. Only
9 codewords are created while 81 codewords are possible. If
an error occurs in a codeword, the word with an error has at
most 2 symbols in common with any other codeword.
However a codeword with one error still has 3 symbols in
common with its error free codeword. Accordingly a Maxi-
mum Likelihood detection scheme can be created. Rather
than check a received codeword against all possible code-
words, it is easier to execute functions on symbols to find if
errors have occurred and then determine the correct word by
using deterministic expressions.

[0061] In the following examples other n-valued functions
will be demonstrated that can be used to create and recal-

Nov. &, 2007

culate check symbols. It is required that the n-valued func-
tions scl and sc2 as provided in the example and applied to
two n-valued variables x1 and x2 will generate the check
symbols in such a way that:

[0062] each combination of (x1, x2) will generate a unique
combination (pl, p2);

[0063] ifonly either x1 or x2 changes in (x1, x2) then both
pl and p2 change in value.

[0064] One may use the modulo-n addition and a
modulo-n subtraction function for determining error sym-
bols in the above manner for n-valued logic wherein n is a
prime number except n=2. It should be appreciated that
addition and subtraction functions in binary and extended
binary finite fields are identical. For example one can create
the n-valued symbol error correction method for a 5-valued
logic and 5-valued symbols. The functions scl and sc2 in
S-valued form are provided in the following truth tables.
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[0065] From the table one can see that each combination
of 5-valued check symbols maps uniquely into a combina-






























