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Methods and apparatus reducing the number of multipliers
in Galois Field arithmetic are disclosed. Methods and appa-
ratus for implementing n-valued Linear Feedback Shift
Register (LFSR) based applications with a reduced number
of multipliers are also disclosed. N-valued LFSRs with
reduced numbers of multipliers in Fibonacci and in Galois
configuration are demonstrated. Multiplier reduction meth-
ods are extended to n-valued functions with more than 2
inputs. Methods to create multiplier reduced multi-input
n-valued function truth tables are disclosed. Methods and
apparatus to implement these truth tables with a limited
number of n-valued inverters are also disclosed. Scrambler/
descrambler combinations with adders and multipliers over
GF(27) are provided. Communication, data storage and
digital rights management systems using multiplier reduc-
tion methods and apparatus or the disclosed scrambler/
descrambler combination are also provided.
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METHODS AND APPARATUS IN FINITE
FIELD POLYNOMIAL IMPLEMENTATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/779,068, filed Mar. 3, 2006, which
is incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] The present invention relates to implementing
finite field polynomial arithmetic expressions by Linear
Feedback Shift Registers in error correcting coders. More in
particular it relates to reducing or eliminating multipliers by
modifying the functions in the finite field arithmetic expres-
sions.

[0003] Linear Feedback Shift Registers or LFSRs may be
considered one of the most widely applied fundamental
logic or switching circuits in present day digital applica-
tions. Binary logic LFSRs are widely used as scramblers,
descramblers, sequence generators and provide arithmetical
execution in GF(2). Also known are non-binary LFSRs.
Non-binary LFSRs are applied in for instance error correc-
tion coding applications, such as in Reed Solomon (RS)
codes for implementing polynomial expressions over GF(n).
A non-binary LFSR in a coder usually performs a polyno-
mial calculation, more in particular a polynomial division.
Non-binary LFSRs in coding are for instance described in
Galois Field arithmetic as provided in the book: Error
Control Coding, 2"? edition, by Shu Lin and Daniel J.
Costello Jr.; Pearson Prentice Hall 2004.

[0004] Multi-valued LFSRs are used to generate for
instance check symbols in coding and error correcting
applications. A multi-valued LFSR, unless it strictly requires
addition or subtraction will require multiplication over
GF(n), wherein a multiplier usually represents a coeflicient
of'aterm in a polynomial over GF(n). Multiplication is a step
in a multi-valued LFSR before an addition can be executed
and requires additional circuitry in multi-valued LFSR appa-
ratus. Accordingly this may require higher clock speeds in
calculations and more circuitry, thus making prior art multi-
valued LFSRs more expensive, more power consuming and
less efficient.

[0005] Multipliers are known to make machine calcula-
tions slower and more expensive. Multipliers in LFSR
appear because of coefficients of terms of factors in irre-
ducible polynomials.

[0006] There are known efforts to make executing a multi-
valued LFSR easier. For instance in United States Patent
Application with publication number 20040054703 by
Huber et al., filed on Oct. 22, 2003 and entitled: “Method
and device for generating a pseudo-random sequence using
a discrete logarithm,” (“Huber” hereafter) provide a method
wherein a multiplication is replaced by calculating a discrete
logarithm in a multi-valued LFSR and wherein the multi-
valued LFSR the addition function in a Fibonacci LFSR is
replaced by a discrete logarithm function and a multiplica-
tion is replaced by an addition. The method as disclosed in
“Huber” does not address the issues of clock speed and
additional components.
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[0007] Accordingly methods and apparatus for imple-
menting a multi-valued LFSR using no or a reduced number
of multipliers are required.

SUMMARY OF THE INVENTION

[0008] The present invention provides novel methods,
coder and system for performing finite field polynomial
calculations over GF(n) by an n-valued LFSR with no or
almost no multipliers over GF(n), thus lowering a required
clock speed, requiring fewer components and providing
higher efficiencies.

[0009] Inaccordance with one aspect of the present inven-
tion a method is provided for performing a finite field
polynomial calculation over GF(n) with n>2 on k n-valued
symbols with k>1 comprising: inputting on an input the k
n-valued symbols to an n-valued Linear Feedback Shift
Register (LFSR), the n-valued LFSR having a n-valued
logic function with at least two inputs and an output, the
n-valued logic function not being an adder over GF(n), and
each of the at least two inputs not having an n-valued
inverter; and outputting at least one n-valued symbol on an
output.

[0010] In accordance with another aspect of the present
invention a method is provided wherein the finite field
polynomial calculation is a division.

[0011] In accordance with a further aspect of the present
invention a method is provided wherein an n-valued symbol
is not represented by binary symbols.

[0012] In accordance with a further aspect of the present
invention a method is provided wherein the n-valued LFSR
is an LFSR in Galois configuration.

[0013] In accordance with another aspect of the present
invention a method is provided wherein the n-valued logic
function has more than 2 inputs.

[0014] In accordance with a further aspect of the present
invention a method is provided wherein the finite field
polynomial calculation is implemented in a coder.

[0015] In accordance with another aspect of the present
invention a method is provided wherein the n-valued coder
is a Reed Seclomon coder.

[0016] In accordance with a further aspect of the present
invention a method is provided wherein the n-valued logic
function has no n-valued inverter at the output.

[0017] In accordance with another aspect of the present
invention a method is provided wherein the n-valued coder
is a Cyclic Redundancy Check (CRC) coder.

[0018] In accordance with a further aspect of the present
invention an n-valued coder is provided with n>2 enabled
for performing a finite field polynomial calculation over
GF(n) comprising: an input; an n-valued Linear Feedback
Shift Register (LFSR) using a n-valued logic function not
being an adder over GF(n), the n-valued logic function
having at least two inputs and an output; and the n-valued
function not having n-valued inverters at the at least two
inputs; and an output.

[0019] In accordance with another aspect of the present
invention an n-valued coder is provided wherein the n-val-
ued coder is a Reed Solomon coder.

[0020] In accordance with a further aspect of the present
invention an n-valued coder is provided wherein the n-val-
ued LFSR is an LFSR in Galois configuration.

[0021] In accordance with another aspect of the present
invention an n-valued coder is provided wherein the n-val-
ued coder is a Cyclic Redundancy Check (CRC) coder.
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[0022] In accordance with a further aspect of the present
invention an n-valued coder is provided wherein the finite
field polynomial calculation over GF(n) is a division.
[0023] In accordance with another aspect of the present
invention an n-valued coder is provided wherein the n-val-
ued LFSR is an LFSR in Fibonacci configuration.

[0024] In accordance with a further aspect of the present
invention a system is provided having a n-valued coder with
n>2 enabled for performing a finite field polynomial calcu-
lation over GF(n) the n-valued coder comprising: an input;
an n-valued Linear Feedback Shift Register (LFSR) using a
n-valued logic function not being an adder over GF(n), the
n-valued logic function having at least two inputs and an
output; and the n-valued logic function not having n-valued
inverters at the at least two inputs; and an output.

[0025] In accordance with another aspect of the present
invention a system is provided wherein the n-valued coder
is a Reed Solomon coder.

[0026] In accordance with a further aspect of the present
invention a system is provided wherein the n-valued LFSR
is an LFSR in Galois configuration.

[0027] In accordance with another aspect of the present
invention a system is provided wherein the system is a
communication system.

[0028] In accordance with a further aspect of the present
invention a system is provided wherein the communication
system is a wireless system.

[0029] In accordance with another aspect of the present
invention a system is provided wherein the system is a data
storage system.

[0030] In accordance with a further aspect of the present
invention an LFSR based n-valued scrambler and descram-
bler are provided.

DESCRIPTION OF THE DRAWINGS

[0031] FIG. 1 is a diagram of a logic function with
inverters and is known art.

[0032] FIG. 2 is a diagram of an inverter reduced device
and is known art.

[0033] FIG. 3 is a diagram of a Reed Solomon coder and
is known art.
[0034] FIG. 4 is another diagram of a Reed Solomon coder

and is known art.

[0035] FIG. 5 is a diagram of a Reed Solomon coder in
accordance with an aspect of the present invention.

[0036] FIG. 6 is another diagram of a Reed Solomon coder
and is known art.

[0037] FIG. 7 is a diagram of a Reed Solomon coder in
accordance with an aspect of the present invention.

[0038] FIG. 8 is a diagram with an n-valued LFSR and is
known art.
[0039] FIG. 9 is a diagram with an n-valued LFSR in

accordance with an aspect of the present invention.

[0040] FIG. 10 is another diagram with an n-valued LFSR
and is known art.

[0041] FIG. 11 is another diagram with an n-valued LFSR
in accordance with an aspect of the present invention.
[0042] FIG. 12 is a diagram of a syndrome calculating
device and is known art.

[0043] FIG. 13 is a diagram illustrating a feedback device
as known art and the same device in accordance with an
aspect of the present invention.

[0044] FIG. 14 is a diagram illustrating a polynomial
calculation and is known art.
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[0045] FIG. 15 is a detailed diagram of a part of the
diagram of FIG. 14.

[0046] FIG. 16 is a diagram of a modified part of the
diagram of FIG. 14.

[0047] FIG. 17 is a diagram of a modified part of the
diagram of FIG. 14 in accordance with an aspect of the
present invention.

[0048] FIG. 18 is a diagram illustrating a polynomial
calculation in accordance with an aspect of the present
invention.

[0049] FIG. 19 is a diagram of a multi-input logic device.
[0050] FIG. 20 is a diagram of an inverter reduced multi-
input logic device.

[0051] FIG. 21 is another diagram of a multi-input logic
device.

[0052] FIG. 22 is a diagram of a multi-input logic device
with inverters.

[0053] FIG. 23 is another diagram of an inverter reduced

multi-input logic device.

[0054] FIG. 24 is an illustration of a truth table of a
multi-input logic device.

[0055] FIG. 25 is another illustration of a truth table of a
multi-input logic device.

[0056] FIG. 26 is a diagram of an individually controlled
n-valued switch.

[0057] FIG. 27 is a diagram of an inverter.

[0058] FIG. 28 is a diagram of a possible implementation
of a 4-valued inverter.

[0059] FIG. 29 is a diagram of a possible implementation
of a truth table of a 3-input 4-valued logic device.

[0060] FIG. 30 is a diagram of a polynomial calculation is
accordance with an aspect of the present invention.

[0061] FIG. 31 is a diagram illustrating a 4-input logic
device with inverters and an inverter reduced logic device.

[0062] FIG. 32 is a diagram of a polynomial calculation in
known art.
[0063] FIG. 33 is a diagram of a polynomial calculation in

accordance with an aspect of the present invention.

[0064] FIG. 34 is another diagram of a polynomial calcu-
lation in known art.

[0065] FIG. 35 is another diagram of a polynomial calcu-
lation in accordance with an aspect of the present invention.
[0066] FIG. 36 is another diagram of a polynomial calcu-
lation in known art.

[0067] FIG. 37 is another diagram of a polynomial calcu-
lation in accordance with an aspect of the present invention.
[0068] FIG. 38 is another diagram of a polynomial calcu-
lation in known art.

[0069] FIGS. 39A and 39B are diagrams of a polynomial
calculation performed in accordance with an aspect of the
present invention.

[0070] FIG. 40 is a flow diagram in accordance with an
aspect of the present invention.

[0071] FIG. 41 is a diagram illustrating expansion of an
n-valued logic function.

[0072] FIG. 42 is a diagram of a known Reed Solomon
coder.
[0073] FIG. 43 is a diagram of a Reed Solomon coder in

accordance with an aspect of the present invention.

[0074] FIG. 44 is a diagram of an RS coder in Fibonacci
configuration and is known.

[0075] FIG. 45 is a diagram of an RS coder in accordance
with an aspect of the present invention.
















































