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(57) ABSTRACT

Methods for transposing elements of a sequence according
to a rule, wherein the rule is derived from pseudo-noise or
pseudo-noise like binary and non-binary sequences are
disclosed. Sequences of transposed symbols can be recov-
ered by applying a reversing rule. Sets of orthogonal hop-
ping and transposition rules are created by applying trans-
position rules upon themselves. Sets of orthogonal hopping
and transposition rules are also created from binary and
non-binary Gold sequences.
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ENCIPHERMENT OF DIGITAL SEQUENCES BY
REVERSIBLE TRANSPOSITION METHODS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application Ser. No: 60/720,655, filed Sep. 26,
2005, which is incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] This invention relates to the encipherment of
binary and non-binary digital sequences such as used in
communications by reversible transposition methods and the
decipherment of sequences enciphered by reversible trans-
position methods. More specifically it relates to applying
methods using recoded binary and non-binary pseudo-noise
sequences generated by LFSR based sequence generators
and other methods that will generate reversible sequences.

[0003] Sequences comprised of digital elements have
known applications in communications and other applica-
tions. In general binary pseudo-noise or PN-sequences are
used. Application of non-binary sequences is also possible.
Linear feedback shift register (LFSR) circuits or methods
are often used for the generation and detection of sequences.
LFSR circuits with p register elements can generate (n°-1)
length unique n-valued sequences which are called maxi-
mum-length sequences. It is often desirable to encrypt
digital data for transmission, or storage on a data-storage
medium such as optical disks or as an embedded message for
watermarking applications.

[0004] Substitution ciphers are known, wherein according
to some rules one symbol or series of symbols is replaced by
another. Another encipherment method is transposition
wherein in a series of symbols the order of the symbols is
changed according to a rule or set of rules.

[0005] While transposition encipherment can be used for
security reasons, it can also be used to randomize a process
in a recoverable way. One such application is the creation of
sequences for application in frequency hopping in telecom-
munications. In many cases binary LFSR based pseudo-
random sequences are used as a number generator to create
hopping rules. Orthogonality of the sequences is important
so that each user in a hop is assigned a unique frequency slot.
Another application is in time-hopping applications. Herein
each user is assigned a unique time-slot, so that pulses of
different users do not collide. Non-binary pseudo-random
sequences have statistical advantages over the generally
used binary sequences. It is often useful to have a local
method to generate the transposition rule as well as the rule
to recover the transposed sequence. Also the ability to select
from a large number of possible encipherment rules is
advantageous.

[0006] Accordingly, new methods for symbol transposi-
tion in a pseudo-random like fashion are required.

SUMMARY OF THE INVENTION

[0007] Inview of the more limited possibilities of the prior
art in enciphering binary and non-binary digital sequences
by transposition, the current invention provides methods and
apparatus for the rules of encipherment by transposition of
digital sequences and the decipherment of the encrypted
sequences.

[0008] The general purpose of the present invention,
which will be described subsequently in greater detail, is to
provide novel methods and apparatus which can be applied
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in the encipherment by transposition using digital sequences
with pseudo-noise or pseudo-noise like properties and the
decipherment of the encrypted sequences. Sequences are
made of series of symbols with an assigned position relative
to an assumed or assigned origin or anchor point. The
individual symbols and their order in a sequence may
represent an electrical or optical signal. The position of a
symbol may represent a physical order, a time slot, a
frequency, a color or any other phenomenon or concept that
can be represented as a position.

[0009] Before explaining at least one embodiment of the
invention in detail, it is to be understood that the invention
is not limited in its application to the details of construction
and to the arrangements of the components set forth in the
following description or illustrated in the drawings. The
invention is capable of other embodiments and of being
practiced and carried out in various ways. Also, it is to be
understood that the phraseology and terminology employed
herein are for the purpose of the description and should not
be regarded as limiting.

[0010] Binary in the context of this application means

2-valued. Multi-valued and n-valued in the context of this
invention mean an integer greater than 2.

[0011] It is one aspect of the present invention to provide
new methods to transpose symbols in a sequence of digital
symbols in a recoverable or reversible manner.

[0012] Tt is another aspect of the present invention to
enable detection of transposed sequences by knowing the
transposition rule.

[0013] Tt is a further aspect of the present invention to
provide a method for creating transposition rules based on
pseudo-random binary and non-binary sequences.

[0014] 1t is another aspect of the present invention to
provide a method for creating transposition rules based on
pseudo-random sequences with no forbidden word.

[0015] 1t is a further aspect of the present invention to
provide a method of creating plurality of orthogonal hopping
rules by repeated application of a transposition rule.
[0016] It is another aspect of the present invention to
provide a method for creating a plurality of orthogonal
hopping rules based on Gold sequences.

[0017] 1t is a further aspect of the present invention to
provide a system which implements the methods provided as
different aspects of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Various other objects, features and attendant
advantages of the present invention will become fully appre-
ciated as the same becomes better understood when consid-
ered in conjunction with the accompanying drawings, and
wherein:

[0019] FIG. 1 is a block diagram of a binary LFSR based
sequence generator.

[0020] FIG. 2 shows a correlation graph.
[0021] FIG. 3 is a diagram of a transposition rule.
[0022] FIG. 4 is a diagram of another transposition rule.

[0023] FIG. 5 is a diagram of an LFSR based sequence
generator.

[0024] FIG. 6 shows a correlation graph.
[0025] FIG. 7 shows another correlation graph.
[0026] FIG. 8 shows a cross-correlation graph.

[0027] FIG. 9 is the diagram of an LFSR based sequence
generator
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[0028] FIG. 10 is the auto-correlation graph of a trans-
posed 26 symbol sequence.

[0029] FIG. 11 is the cross-correlation graph of an original
m-sequence with its transposed sequence.

[0030] FIG. 12 is the auto-correlation graph of a trans-
posed ternary m-sequence which is transposed again with
the ‘modulo-n+1” rule.

[0031] FIG. 13 is the cross-correlation graph of the trans-
posed ternary m-sequence with the sequence created by
‘modulo-n+1’ transposition of this sequence.

[0032] FIG. 14 is the cross-correlation graph of the origi-
nal ternary m-sequence with the ‘modulo-n+1’ transposition
of the transposed ternary m-sequence.

[0033] FIG. 15 shows the combined auto-correlation
graph of a sequence combined with the cross-correlation
graph of this sequence with another sequence.

[0034] FIG. 16 shows the auto-correlation graph of a 16
element 4-valued sequence

[0035] FIG. 17 shows the auto-correlation graph of a
transposed sequence

[0036] FIG. 18 shows the cross-correlation graph of a
sequence with its transposed sequence.

[0037] FIG. 19 shows a pulse train diagram for time
hopping
[0038] FIG. 20 shows another pulse train diagram

[0039] FIG. 21 is a diagram of a transposition system in
accordance with an aspect of the present invention.

[0040] FIG. 22 is a diagram of a transposition reversing
system in accordance with an aspect of the present inven-
tion.

[0041] FIG. 23 is a diagram of a frequency hopping
system in accordance with an aspect of the present inven-
tion.

DETAILED DESCRIPTION OF THE
INVENTION

The Related Art

[0042] There are different ways to transpose symbols in a
sequence or a word comprised of n symbols. In general one
can create transpositions by selecting one of the possible
reversible permutations of a word of n symbols. A symbol
may be represented by a single element or a number of
elements. A symbol as one aspect of the present invention
will be assumed to being able to be represented by a single
element, keeping in mind that it can in actuality be repre-
sented by a plurality of elements. A word or sequence of n
symbols has n!=1%2*3%4% ___*(n-1)*n possible permuta-
tions. A sequence of n symbols may comprise p different
symbols wherein p<n. In that case some permutations are of
course identical.

[0043] A transposition rule may be created by a pseudo-
random number generator. A reversible transposition rule for
the transposition of n symbols may be considered an n
valued reversible inverter.

[0044] Pseudo-random sequences as transposition rules.

[0045] The inventor describes ‘word-based” methods for
generating pseudo-random and pseudo-random like binary
and non-binary sequences in U.S. Provisional Patent Appli-
cation Ser. No. 60/695,317 filed on Jun. 30, 2005 entitled
THE CREATION AND DETECTION OF BINARY AND
NON-BINARY PSEUDO-NOISE SEQUENCES NOT
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USING LFSR CIRCUITS and in U.S. patent application
Ser. No. 11/427,498 filed on Jun. 29, 2006 entitled THE
CREATION AND DETECTION OF BINARY AND NON-
BINARY PSEUDO-NOISE SEQUENCES NOT USING
LFSR CIRCUITS which are hereby incorporated by refer-
ence herein in its entirety. One aspect of that invention
demonstrates that an n-valued pseudo-noise or maximum
length sequence which can be generated by an LFSR circuit
with a shift register with p memory elements of a length of
(nf-1) symbols, can also be generated by a method com-
bining in a prescribed fashion (n°-1) unique words of p
n-valued symbols and taking from each word one symbol to
create the sequence. The order of the symbols in the
sequence is determined by the order of the words.

[0046] The words are identical to the consecutive states of
the shift register. Each word is unique until it repeats itself
again. In an LFSR the repeat is after (n°-1) states. The words
may be assumed to represent a decimal number. Within the
(nP-1) cycles each word and its representative decimal
number in a pseudo-random sequence is unique. One may
consider the order of the decimal numbers then as a revers-
ible shuffling rule or a transposition rule.

[0047] For instance a binary LFSR pseudo-noise generator
with a 3 element shift register can generate a pseudo-noise
sequence of length (2°-1)=7 elements. The following table
shows how the sequence can be generated by using over-
lapping words of 3 bits. As an illustrative example the
generated sequence is [0 0 1 1 1 0 1] created from the first
bit of each word.

TABLE 1
se-
s3 s2 sl decl dec2 quence

outl 0 0 1 1 4 0
out3 0o 1 1 3 6 0
out? 1 1 1 7 7 1
outé 1 1 0 6 3 1
out5 1 0 1 5 5 1
out2 0o 1 o0 2 2 0
out4 1 0 0 4 1 1

[0048] FIG. 1 shows the diagram of the LFSR based
circuit that will generate the binary pseudo-noise sequence.
The initial (or seed) state of the LFSR is [0 O 1]. The
forbidden state in this configuration is [0 0 0]. FIG. 2 shows
the auto-correlation graph of the generated sequence.

[0049] The Table 1. shows a column ‘dec1’, which is the
radix-10 value of the 3 bit word, with the most significant bit
being the first bit of the word. The column ‘dec2’ in the table
shows the radix-10 value of the 3-bit word with the last bit
being the most significant bit of each 3-bit word.

[0050] The columns in the Table 1. under ‘decl’ and
‘dec2’ can be interpreted as a rule for a transposition of
symbols in a sequence. This transposition may be considered
orthogonal in the sense that each symbol will be transposed
to a unique new position, in such a way that the transposition
can be reversed and no position will be shared by two
symbols.

[0051] Clarification about the transposition rules will be
provided next. First of all it should be clear what the
transposition rule actually means. Two possible different
ways to apply a transposition rule are provided in the
following Table 2 and Table 3.







































