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Create an n-valued codeword by combining
n-valued data symbols and check symbols.
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MULTI-VALUED CHECK SYMBOL
CALCULATION IN ERROR DETECTION AND
CORRECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. Non-
Provisional patent application Ser. No. 10/935,960, filed on
Sep. 8, 2004, entitled TERNARY AND MULTI-VALUE
DIGITAL SCRAMBLERS, DESCRAMBLERS AND
SEQUENCE GENERATORS, which claims the benefit of
U.S. provisional Patent Application No. 60/547,683 filed on
Feb. 25,2004. This application also claims the benefit of U.S.
Provisional Application No. 60/779,068, filed Mar. 3, 2006,
which is incorporated herein by reference.

BACKGROUND OF THE INVENTION

The present invention relates to error correction coding. In
particular it relates to error correction by using check symbols
which determine a relation between data symbols, created by
applying n-valued logic functions to data symbols.

A check symbol over data bits is usually called a parity bit
and is used in binary error correction or detection. It is cal-
culated by applying a binary logic function to a number of
data bits is for instance a word or sequence of bits. A parity bit
is transmitted with the data bits. At the receiving side the
parity bit is recalculated using the same function and data bits
in identical positions in the codeword or sequence of data bits.
If the received parity bit and the calculated parity bit are
different one may assume that an error has occurred in at least
one bit, including the parity bit.

The number of binary functions that can be applied to
calculate a parity bit, and be used to correct errors, is limited
to two functions, the binary XOR and EQUAL functions. As
both functions are each others reverse, it does generally not
make a difference if one uses one or the other.

Because of the limited number of parity functions one has
to increase the number of parity bits, and thus lower the
information transmission rate, to perform error correction.

N-valued codes, such as Reed-Solomon codes are known.
Check symbols are generated by using in essence adders and
multipliers in a Linear Feedback Shift Register. Also check-
sum approaches are known. Essentially all these codes go
back to using binary methods and intermediary steps are
required in RS codes to determine a check symbol. Like in a
RS code one may add symbols to an n-valued codeword
according to a coding scheme to improve the Hamming dis-
tance between codewords. However detecting and correcting
errors may become quite elaborate.

Accordingly simple methods and apparatus providing a
greater number of parity functions, lowering the number of
check symbols and thus increasing the information transmis-
sion rate of error correcting codes or making error correction
easier are required.

SUMMARY OF THE INVENTION

One aspect of the present invention presents a novel
method and system that will provide n-valued symbol correc-
tion in a plurality of n-valued data symbols.

In accordance with another aspect of the present invention
amethod is provided for determining an n-valued check sym-
bol with n>2 from a plurality of n-valued data symbols, com-
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2

prising using a reversible n-valued logic function in an n-val-
ued logic expression with the plurality of n-valued data
symbols as variables.

In accordance with a further aspect of the present invention
amethod is provided for determining an n-valued check sym-
bol using an n-valued function that is commutative, associa-
tive and self reversing.

In accordance with another aspect of the present invention
a method is provided for generating a plurality of n-valued
check symbols, wherein a first n-valued check symbol is
generated by a first n-valued expression and a second n-val-
ued check symbol is generated by a second n-valued expres-
sion and the first and second expression have at least one
n-valued data symbol in common as variable.

In accordance with a further aspect of the present invention
a method is provided for multiplying at least one variable in
an n-valued expression in GF(n) not leading to 0 or to identity
and not using an LFSR.

In accordance with another aspect of the present invention
a method is provided for generating a plurality of n-valued
check symbols, wherein a first n-valued check symbol is
generated by a first n-valued expression and a second n-val-
ued check symbol is generated by a second n-valued expres-
sion and the first and second expression have at least one
n-valued data symbol in common as variable.

In accordance with a further aspect of the present invention
amethod is provided for wherein n-valued check symbols are
created according to a Hamming code.

In accordance with another aspect of the present invention
a method is provided for error correcting up to k errors in a
codeword having r n-valued data symbols, comprising the
steps of creating k n-valued check symbols, each check sym-
bol generated by one of k n-valued expressions each with at
least two of the r n-valued data symbols as variables and each
expression applying a reversible n-valued logic function,
wherein the k n-valued expressions form an independent set
of equations for solving k unknowns; and creating a first
codeword comprising r n-valued data symbols and k n-valued
check symbols.

In accordance with a further aspect of the present invention
a method is provided for multiplying at least one of the r
n-valued symbols in the n-valued expression in GF(n) not
leading to O or to identity and not using an LFSR.

In accordance with another aspect of the present invention
amethod is provided for creating at least r n-valued additional
check symbols, each of the r additional check symbols
depending on one of the r n-valued data symbols as a variable;
and providing the at least r data symbols and the r+k check
symbols on an output.

In accordance with a further aspect of the present invention
a method is provided for re-calculating check symbols.

In accordance with another aspect of the present invention
a method is provided for comparing transferred check sym-
bols with re-calculated check symbols; and identifying if an
error has occurred in the first codeword.

In accordance with a further aspect of the present invention
amethod is provided for identifying which of up to k n-valued
symbols in the first codeword are in error.

In accordance with another aspect of the present invention
a method is provided for making the up to k identified sym-
bols in error in the first codeword unknowns in k n-valued
expressions for generating n-valued check symbols; and solv-
ing the set of k equations for the unknowns.

In accordance with a further aspect of the present invention
a system is provided for implementing the methods herein
provided as different aspects of the present invention.
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In accordance with another aspect of the present invention
the system herein provided as an aspect of the present inven-
tion is a communication system.

In accordance with a further aspect of the present invention
the system herein provided as an aspect of the present inven-
tion is a data storage system.

In accordance with another aspect of the present invention
a method is provided for creating and solving annoyance
errors.

DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a Venn diagram for a n-valued (7,4) Ham-
ming code.

FIG. 2 shows a Venn diagram for a n-valued (11,7) Ham-
ming code.

FIG. 3 illustrates in a flow diagram a method of creating a
n-valued codeword.

FIG. 4 illustrates in a flow diagram a method for correcting
n-valued symbols in error.

FIG. 5 shows a matrix for arranging n-valued data symbols
and check symbols.

FIG. 6 shows another matrix for arranging n-valued data
symbols and check symbols.

FIG. 7 shows yet another matrix for arranging n-valued
data symbols and check symbols.

FIG. 8 shows yet another matrix for arranging n-valued
data symbols and check symbols.

FIG. 9 shows in diagram a relation between data symbols
and a check symbol.

FIG. 10 is a flow diagram illustrating a method for detect-
ing errors.

FIG. 11 illustrates a communication system in accordance
with an aspect of the present invention.

FIG. 12 illustrates part of a data storage system in accor-
dance with an aspect of the present invention.

FIG. 13 illustrates another part of a data storage system in
accordance with another aspect of the present invention.

DESCRIPTION OF A PREFERRED
EMBODIMENT

The term n-valued herein is used as non-binary wherein
n>2. Herein also the term check symbol is used. In binary
applications one generally uses the term parity bit or symbol.
Because the binary check function is the XOR function a
check symbol generated by the XOR function is a 0 if there
was an even number of 1s and a 1 if there was an odd number
of 1s. Hence the name parity. The name parity has no such
meaning in n-valued functions. Accordingly the name check
symbols will be used.

Parity calculation in binary error correction is the process
wherein a number of bits in a codeword or sequence or block
have for instance an even parity or even number of 1s, includ-
ing the parity bit. Assume one has an 8 bit code word [ab c d
e f g h] and a parity bit p is added. For instance a rule for
determining a parity symbol could be: the number of 1s in [a
b c de fghp] should always be even.

This can be expressed in the equation a+b+c+d+e+f+g+h+
p=0. The operation ‘+ in this equation is the modulo-2 addi-
tion or XOR function.

It is one aspect of the present invention to create a check
symbol for a codeword comprised of k n-valued symbols by
using a reversible n-valued operation scl. In n-valued logic
one may use different ways or functions to create a ‘parity’ or
check symbol. One may use reversible and non-reversible
operations. For instance a non-reversible parity n-valued
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4

operation is one wherein a 1 is added (modulo-n) to a sum
when a symbol is not 0, and a 0 when a symbol is zero. The
reversibility is related to determining the original value of'the
symbols of which a parity symbol is determined.

One method as an aspect of the present invention is to apply
reversible n-valued logic operations to calculate the ‘check’
or parity symbol of a sequence of n-valued symbols. The
advantage of a reversible operation is that an equation can be
solved. For instance two n-valued symbols x1 and x2 com-
bined by a function sc1 will generate a symbol p1 according
to the equation: x1 scl x2=pl.

Assume that scl is self reversing and commutative. In that
case (as is for instance explained in U.S. patent application
Ser. No. 10/912,954 filed Aug. 6, 2004 entitled: Ternary and
higher multi-value digital scramblers/descramblers, which is
incorporated herein in its entirety): x1=p1 sc1 x2. For calcu-
lation and notation purposes it is sometimes preferred to write
the parity symbol equations with a result 0. In that case (x1
scl x2=0) can be written for instance as: (x1 sc1 x2 scl p1)=0.
This is the result of (x1 scl x2)=(p1 scl 0) again with scl
assumed to be a commutative self-reversing n-valued func-
tion.

It should be clear that p1 can also be calculated in a differ-
ent fashion. For instance by: (x1 scl x2)=(p1 sc2 0) so that
((x1 scl x2) sc3 p1)=0. Herein the function sc3 is the reverse
of'sc2. If sc2 is self-reversing then:

((x1 scl x2) sc2 pl1)=0.

Itis important to note that the n-valued self-reversing func-
tions are in general not associative. This means that even
though a function may be commutative, the order of variables
in a multi-variable equation does matter. The expression (x1
scl x2 sc2 pl) should be evaluated as {(x1 sc1 x2) sc2 p1}1.
In words: first evaluate (x1 sc1 x2) as ‘term’ and then {term
sc2 pl}. Assuming scl and sc2 being commutative one will
get the same results by evaluation {p1 sc2 (x1 sc1 x2)} or {pl
sc2 (x2 scl x1)} or {(x2 scl x1) sc2 pl}.

To demonstrate the above one may apply two functions:
scl and sc2, which are self-reversing and commutative. For
instance one can use two 4-valued switching functions scl
and sc2 of which the truth tables are provided below.

scl 0 1 2 3
0 3 2 1 0
1 2 1 0 3
2 1 0 3 2
3 0 3 2 1

sc2 0 1 2 3
0 1 0 3 2
1 0 3 2 1
2 3 2 1 0
3 2 1 0 3

Assume x1=1 and x2=2. Then (x1 sc1 x2)=0 according to
the truth table of scl. If one wants (x1 sc1 x2) (p1 scl 0) then
p1=3.Or(x1 scl x2 sc1 p1)=0. Forinstance (x1 sc1 p1) in this
case is (1 scl 3)=3. And (x2 scl 3)=(2 scl 3)=2 which is
different from 0. So the expression is not associative. How-
ever the expression is reversible when one observes the order
of the variables.
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For illustrative purposes the associative 4-valued function
sc3 is also provided in the following truth table.
s scl 0 1 2
Sc3 0 1 2 3
0 0 1 2 3 0 0 ! 2
1 1 0 3 2 1 1 2 0
2 2 3 0 1
2 2 0 1
3 3 2 1 0 10
Itis easy to check that (x1 sc3 x2 sc3 p1)=0 will apply if (x1
sc3 x2)=pl.
Error-Correction sc2 0 1 5
. . . 15
Two different functions allow for error correction of at least
one symbol after transmission of a block of 4 symbols of ? ? é i
which 2 symbols are ‘check’ or parity symbols. The ‘check’ 5 5 1 0
symbols are created by applying different n-valued functions
to two n-valued information symbols. For instance in the 20

4-valued case the following is applied. Assume two informa-
tion symbols x1 and x2. From these symbols two 4-valued
‘check’ symbols are created: pl and p2 according to the two
n-valued functions scl and sc2 with:

pl=(x1scl x2) and

p2=(x1 sc2x2).

One can then transmit the 4 symbols word [x1 x2 pl p2]
and identify and correct one transmission error. The critical
issue here is to select scl and sc2 in such a way that a
combination of (p1, p2) completely determines the generat-
ing information symbols x1 and x2. This can be done in the
following way:

1. Before transmission of the information symbols, p1 and p2
are calculated from symbols x1 and x2 and added to the
transmitted symbols into a 4 symbol word [x1 x2 pl p2].
Consequently the information transmission rate has been
halved.

2. One will receive the 4 symbol word [x1r x2r plr p2r]. At
reception the check symbols are recalculated from x1r and
x2r using the known functions. The symbols x1r and x2r are
the received information symbol, of which one may contain
an error. One can then calculate plr and p2r according to:

plr=(x1r scl x2r) and
p2r=(x1r sc2 x2r).

3. If plr=pl and p2r=p2 it may be assumed that no error has
occurred (again under the assumption that only one error may
have occurred).

4. If plr=pl or p2r=p2 then an error has occurred during
transmission in either p1 or p2. Because the assumption is that
only one error occurs in [x1 x2 pl p2], combined with how pl
and p2 are calculated, the only way that only p1 or p2 has an
error can be that only one of these check symbols has expe-
rienced a transmission error. If either x1 or x2 had experi-
enced a transmission error then both plr and p2r would be
different from p1 and p2. So x1r and x2r may in that case be
assumed to be identical to x1 and x2.

5.Ifboth plr and p2r calculated from x1r and x2r are different
from pl and p2 then it is clear that either x1r=x1 or that
x2r=x2. In this case plr=pl and pr2=p2, because only one
error is assumed to have occurred. And that error took place in
one of the information symbols.

As an illustrative example scl is selected to be the
modulo-3 addition and sc2 a modulo-3 subtraction.
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The following table provides all possible check symbols pl
and p2 as a result of x1 and x2.

o
—

o
Ko
e
&N
ke
Ko

= O MNON—~ND—O
O NN O == O
[ S e = = N w]
= O~ O~ O

From the above table one can see that each combination of
(p1, p2) maps into a unique combination of (x1, x2). Assume
that the sequence [x1r x2r plr p2r]=[1 2 2 1] was received.
When one calculates pl=(x1r scl x2r) one gets p1=0. From
p2=(x1r sc2 x2r) one gets p2=2. Clearly that is different from
plr=2 and p2r=1. With two check symbols in error (assuming
maximum a single error) it means that either x1r or x2r is in
error, but that plr and p2r may assumed to be correct. The
correct information symbols according to the matching table
is [x1 x2]=[0 2]. This means that x1r was in error. The under-
lying requirement for this method of error-correcting coding
to work is that each combination of (x1, x2) generates by
using scl an output pl and by using sc2 an output p2 in such
a way that each combination (x1, x2) in fact generates a
unique combination of (p1, p2). In fact (x1, x2) are reversible
combinations: when (p1, p2) is known then (x1, x2) is known.
And when (x1, x2) is known then (p1, p2) is known.

Another requirement is that the creation of pl and p2
applies functions in such a way that when either x1 or x2
change then both p1 and p2 have to change. If that is not the
case then under the condition of one symbol error it may not
be possible to correct the occurring error. This condition
applies to all n-valued symbols. The underlying reason is that
forn>2 each word of 4 symbols has only 1 symbol in common
with another word of 4 symbols. The positive side of this
condition is that one can apply shifted versions of the truth
tables of scl or sc2 for creating the functions to generate the
n-valued check symbols. For instance in the ternary case one
can shift all rows in the truth table of the modulo-3 add
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function scl one position up and put the top row of the
modulo-3 add function on the bottom of the new truth table.
One may leave the truth table of sc2 unchanged.

The result is shown in the new truth tables of sc1 and sc2.

8

manner for n-valued logic wherein n is a prime number except
n=2. It should be appreciated that addition and subtraction
functions in binary and extended binary finite fields are iden-
tical. For example one can create the n-valued symbol error
correction method for a S-valued logic and 5-valued symbols.
The functions sc1 and sc2 in 5-valued form are provided in the
following truth tables.

scl 0 1 2
0 1 2 0
1 2 0 1 10
2 0 1 2 scl 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
15 3 3 4 0 1 2
2 0 1 5 4 4 0 1 2 3
0 0 2 1
1 1 0 2
2 2 1 0
20
sc2 0 1 2 3 4
The table of (x1, x2) and (p1, p2) under pl=x1 scl x2 and
. A . 0 0 4 3 2 1
p2=x1 sc2 x2 is provided in the following table: 1 1 0 4 3 5
2 2 1 0 4 3
3 3 2 1 0 4
= 4 4 3 2 1 0
pl p2 x1 x2
1 0 0 0
2 2 0 1
e
5 0 . . pl p2 x1 x2
1 2 1 2 0 0 0 0
0 2 2 0 1 4 0 1
1 1 2 1 2 3 0 2
2 0 2 2 3 2 0 3
35 4 1 0 4
1 1 1 0
One should take care in determining p1 and p2 as both sc1 and 2 0 1 1
sc2 are non-commutative and the input order of x1 and x2 i 431 i ;
does make a difference when switched. However the new 0 5 1 4
function sc1 also can serve as a function to determine a check 40 2 2 2 0
symbol pl and allows for error correction. 3 1 2 1
Other examples will also be provided. It should be clear g 2 ; g
that any word [x1 x2 pl p2] in the above table only has 1 1 3 5 4
symbol in common in a similar position with any other code- 3 3 3 0
word. In one way the use of symbols is inefficient. Only 9 45 4 2 3 1
codewords are created while 81 codewords are possible. If an ? é ; g
error occurs in a codeword, the word with an error has at most 5 4 3 4
2 symbols in common with any other codeword. However a 4 4 4 0
codeword with one error still has 3 symbols in common with 0 3 4 1
its error free codeword. Accordingly a Maximum Likelihood 50 ; f i ;
detection scheme can be created. Rather than check areceived 3 0 4 4
codeword against all possible codewords, it is easier to
execute functions on symbols to find if errors have occurred
and then determine the correct word by using deterministic From the table one can see that each combination of 5-val-
expressions. 55 ued check symbols maps uniquely into a combination of
In the following examples other n-valued functions will be 5-valued information symbols. Similar exaniples can be pro-
demonstrated that can be used to create and recalculate check Vified for n-valued sequences [x1 x2 Pl p2] wherein n is a
symbols. It is required that the n-valued functions sc1 and sc2 prime number and p1 and p2 are parity or check symbols
as provided in the example and applied to two n-valued vari- generated by applying n-valued functions to x1 and x2.
ables x1 and x2 will generate the check symbols insuchaway 60 A problem may arise when n is not prime. For instance
that: when n=4. In that case the combination of scl is modulo-4
each combination of (x1, x2) will generate a unique com- addition and sc2 is a modulo-4 subtraction will not generate
bination (pl, p2); combinations of (p1, p2) that map uniquely into (x1,x2). The
if only either x1 or x2 changes in (x1, x2) then both p1 and case of n=4 and for instance n=8 are important because it may
p2 change in value. 65 then be possible to consider combinations of multiple bits

One may use the modulo-n addition and a modulo-n sub-
traction function for determining error symbols in the above

representing an n-valued symbol. For instance 2 bits repre-
sent a 4-valued symbol and 3 bits an 8-valued symbol, etc.
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Though one can apply the same approach of coding an n-sym-
bol by bits wherein n is prime, it does not fully use the coding
capacity of a channel. The solution to the problem of q”
valued symbols wherein q is prime and n is an integer, is to
consider scl and sc2 as operations in the extended Galois
Field GF(q™).

As example 4-valued symbols will be considered first. The
function scl is the addition is the extended field GF(2?). Its
truth table is provided in the following table.

scl 0 1 2 3
0 0 1 2 3
1 1 0 3 2
2 2 3 0 1
3 3 2 1 0

The function sc2 has to be constructed in such a way that an
input (x1, x2) to scl generates a value pl=(x1 scl x2) and
inputted to sc2 will generate p2=(x1 sc2 x2) so that each
combination of (p1, p2) points uniquely to an input (x1, x2).

sc2 0 1 2 3
0 0 2 3 1
1 1 3 2 0
2 2 0 1 3
3 3 1 0 2

It should be clear that sc2 is not commutative.

The mapping of p1 and p2 into x1 and x2 is provided in the
following table, using again the expressions: pl=x1 scl x2;
and p2=x1 sc2 x2.

e
&N
ke
Ko

pl p2
0 0 0 0
1 2 0 1
2 3 0 2
3 1 0 3
1 1 1 0
0 3 1 1
3 2 1 2
2 0 1 3
2 2 2 0
3 0 2 1
0 1 2 2
1 3 2 3
3 3 3 0
2 1 3 1
1 0 3 2
0 2 3 3

As an example of this 4-valued method assume that [x1r
x2rplrp2r]=[1 03 2] was received. The information symbols
[x1r x2r]=[1 0] would generate [p1 p2]=[1 1]. Clearly that is
not the case and two check symbols are in error. That means
(assuming that only one of the 4 received symbols can be in
error) that the combination [plr p2r]=[3 2] is correct and that
[x1 x2] was [1 2]. So x2r was received in error.

Because both sc1 and sc2 are reversible functions and only
one error can occur one can of course also correct the error by
calculating x1 and x2 from p1r and p2r. It was determined that
the parity symbols are correct, but one of the data symbols is
in error. Because (x1r sc1 x2r=plr) and (x1r sc2 x23=p2r) one
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can restate the equations as: x1r=x2r sc1 plr and x2r=x1rscl
plr; and x1r=x2r sc3 p2r and x2r=x1r sc4 p2r. The function
scl is self reversing, commutative and associative. The func-
tion sc2 is not associative, non-commutative and only self
reversing as p2r sc2 x2r=xl1r. In general there are no easy
algebraic solutions to solve equations where the functions are
defined by truth tables.

One way to solve this by truth tables is to compare the
relevant columns and rows. For instance: x1r=p2r sc2 x2r; or
(x1r=2 sc2 x2r). Also (x1r=x2r scl plr) or (x1r=x2r scl 3).
This means that (x2r sc1 3)=(2 sc2 x2r). One should be aware
that the expression (a sc b=c) based on a truth table of function
‘sc’ means that the result ‘c’ can be found by selecting row ‘a’
and column ‘b’ in the truth table. (x2r scl 3) then means the
column of truth table sc1 under 3, which is [3 2 1 0]. x2r is the
position of a symbol in this vector. Though it is a column it is
here shown as a row. (2 sc2 x2r) indicates the row in the truth
table of sc2 for row number is 2; this is [2 0 1 3]. The equation
requires finding a position in both vectors for which the
symbol in both vectors have the same symbol. This is the
position 2, or x2r=2, for which the symbol will be 1. Because
of the equations when p2r=2 and x2r=2 then x1r=1.

In accordance with a further aspect of the present invention
in the error correcting approach symbols may be represented
in binary form by bits. It is fully conceivable that even though
an error will only affect the number of bits representing one
symbol that bit errors will spill over from one symbol into
another. In other words, part of the bit errors affect one sym-
bol and the other part affect an adjacent symbol. There are
different methods to correct multiple symbol errors. However
one approach can be to interleave two error correcting
sequences.

For instance assume that one sequence is [x1 x2 pl p2]
wherein x1 and x2 are information symbols and pl and p2 are
check symbols. One can code a second sequence [y1 y2 ql
q2] whereiny1 and y2 are information symbols and q1 and q2
are check symbols. One can then interleave the two sequences
as [x1 yl x2y2 pl q1 p2 q2]. When the symbols are coded as
bits, errors that affect two neighboring symbols can still be
corrected, assuming that no more than two neighboring sym-
bols can contain an error.

In accordance with a further aspect of the present invention
the method of creating multi-valued check symbols can also
be applied to multi-valued Hamming codes. Binary Ham-
ming codes are known and g-ary Hamming codes with q>2
are known. However g-ary Hamming codes are commonly
developed in the context of independency properties of their
parity matrix. An example of this is provided in The Ham-
ming Codes and Delsarte’s Linear Programming Bound, by
Sky McKinley, the Master of Science in Mathematics Thesis,
Portland University, May, 2003. This approach makes design-
ing q-ary Hamming codes fairly difficult especially for higher
values of q and for codes with a significant number of sym-
bols.

The way to construct a binary Hamming code is known and
well documented. It applies using powers of 2 to determine
data and parity bits in a codeword. In a related known method
aVenn-diagram is created, from which one visually can deter-
mine relations between parity bits and data bits. Instead of
using bits, the Venn diagram will be used to determine n-val-
ued check symbol. A check symbol in the context of the
present invention is broader than a parity symbol. A parity
symbol assumes some relation between symbols such as bits
(for instance polarity). A check symbol is considered a result
of'an n-valued expression which depends from data symbols.
In an additional limitation for n-valued Hamming codes one
may limit the expression to create the check symbol to not
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involving n-valued multipliers or n-valued inverters. N-val-
ued check symbols are known to be created in Reed Solomon
codes, using Linear Feedback Shift Registers. Because these
check symbols are created in a recursive fashion, they will
comprise multipliers and fall outside one of the previous
definitions here provided for a check symbol.

FIG. 1 shows a Venn diagram for creating an n-valued (7,4)
Hamming code, involving four data symbols [x1 x2 x3 x4]
and three check symbols [pl p2 p3]. The Venn diagram pro-
vides the following relations: pl1=f(x1, x2, x3), p2=g(x1, X3,
x4) and p3=h(x2, x3, x4). The functions f, g and h represent
n-valued expressions. While for simplicity one may use the
same function for determining each check symbol it is not
required. One requirement that has to be met by each function
as an aspect of the present invention is that every expression
should be reversible so that x1=fr1(p1, p2, p3), x2 {r2(p1, p2,
p3), x3=fr3(p1, p2, p3) and x4=frd(pl, p2, p3).

The functions frl, fr2, {fr3 and fr4 can be derived from
reversible functions f, g and h. An example will be provided.

In general manipulating n-valued functions that are defined
by truth tables, rather than for instance arithmetical functions
in analytical form, can be more complicated and care should
be taken with order of variables, order of execution and deter-
mining the reverse of such a function. One of the exceptions
to this rule is using an addition defined over a finite field
GF(27) which is an extended binary field. An example of such
a function is the modulo-2 addition over GF(2). This function
is commutative, associative and self-reversing. As such
sc=sc™!; sc=sc” and (a sc b) sc c=a sc (b scc).

Assuming the advantageous properties do not exist, one
has then to carefully observe the rules for manipulating
expressions. For instance in case of a non-commutative func-
tion: (a sc b)=(b sc” a). In the non-commutative case sc is
different from sc”. The difference shows itself in the truth
table of a function. Determining sc” from sc is easily done by
exchanging rows and columns. Determining sc™' from sc is a
bit more difficult. Each expression (a sc b)=c has two inverse
expressions. In order to create a common rule, it is assumed
that the expression (a sc b) is described by a truth table of
which the variable ‘a’ is determined by the rows of the truth
table and variable ‘b’ is determined by the columns. The value
‘¢’ is the value at a position in the truth table determined by
row and column.

As a simple example the truth table of the ternary addition
modulo-3 is provided in the following table.

sc 0 1 2
0 0 1 2
1 1 2 0
2 2 0 1

This function is commutative. There are however two invert-
ing functions to sc. In arithmetical form (a+b)=c. Its first
reverse is (ascr! ¢)=b, and its second reverse is (c scc™! b)=a.
The first reversing function is created by keeping ‘a’ (or the
rows) constant, while reversing the columns. In other words:
the rows of sc will be replaced by the inverter of those rows.
This provides the following truth table:

sert 0 1 2
0 0 1 2
1 2 0 1
2 1 2 0
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One can easily check that the first row of scr™! is the reverse
of'the first row of sc ([0 1 2] inverts itself). The reverse of the
second row of sc [12 0] is [2 0 1] which is now the second row
of scr™!. And the reverse of [2 0 1] is [1 2 0]. One can check
the result by applying the expressions.

The truth table of scc™" can be determined by reversing the
truth table over constant columns. This means that one can
create the truth table of scc™! by reversing the columns of sc.
This provides the following truth table:

ser ! 0 1 2
0 0 2 1
1 1 0 2
2 2 1 0

For instance to solve an expression p1=(x1 scl x2) sc2 x3
for x1 to be unknown wherein n-valued logic functions are
non-commutative, non-associative and non self reversing:

pl=(x1scl x2) sc2 x3—(x1 sc1 x2)=(p1 sc2¢™ x3)—=x1=(pl
sc2¢! x3) sc2c™! x2.

As an example the following rules based on a ternary
Hamming code according to the Venn diagram of FIG. 1 are
provided:

pl=x1 sc x2 sc x3
p2=x1 sc x3 sc x4

p3=x2 sc x3 sc x4

The function sc here is the ternary mod-3 addition. The
following rules apply for a single error detection: (pl, p2,
~p3) then symbol x1 is error; (p1, ~p2, p3) then symbol x2 in
error; (pl, p2, p3) then symbol x3 in error; and (~p1, p2, p3)
then symbol x4 is in error. herein p1 means p1 received and p1
recalculated are different and (~p1) means p1 received and p1
recalculated are identical. If only one of p1, p2 or p3 is in error
then only the check symbol is in error and all other symbols
are correct. All of the above is under the assumption that only
one error occurs.

Assume [x1 x2 x3 x4]=[0 1 2 2] then [p1 p2 p3]=[0 1 2].
Assume further that [x1r x2r x3r x4r plr p2rp3r|=[21220
1 2] wherein the r indicates a received symbol. Accordingly
one can calculate the check symbols plc=x1r sc x2r sc X3r=2;
p2¢=0 and p3c=2. Clearly this is the situation (p1, p2, ~p3)
and accordingly symbol x1 is in error. For that situation one
can determine x1=p1 scc™* (x2 sc x3)=0 scc™! 0=0.

One can make the calculations a bit easier by using a self
reversing, commutative ternary function sc3 of which the
truth table is provided in the following table.

sc3 0 1 2
0 2 1 0
1 1 0 2
2 0 2 1

While commutative and self reversing the function sc3 is
not associative. So one should be careful with order of execu-
tion of the terms of an expression. Using self reversing func-
tions is especially beneficial in longer expressions.
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An example is provided using the ternary function sc3 and
the following relations in a (7,4) ternary Hamming code:

pl=(x1 sc x2) sc x3
p2=(x1 sc x3) sc x4

p3=(x2 sc x3) sc x4. The function sc3 is not associative.

Assume [x1 x2 x3 x4]=[0 1 2 2] then [pl p2 p3][2 0 1].
Assume further, as in a previous example that [x1r x2r x3r x4r
plrp2r p3r]=[2 12 220 1] wherein the r indicates a received
symbol. Accordingly one can calculate the check symbols
ple=x1r sc x2r sc x3r=1; p2c=2 and p3c=1. This is the situ-
ation (plc, p2c, ~p3c) wherein plc means plc in error and
~p3c means p3c not in error. Accordingly symbol x1 is in
error. One can determine x1 from for instance p1=(x1 sc3 x2)
sc x3. Because (pl sc3 x3) (x1 sc3 x2)—>(pl sc3 x3) sc3
x2=x1 or —x1=(2 sc3 2) sc3 1 or x1=0.

Because only one symbol can be in error, it really does not
matter which reversible function one uses. The requirements
for an n-valued (n,k) code then may be: each of the k data
symbols in a n-valued Hamming codeword should be a func-
tion of at least 2 check symbols. There are (n-k) check sym-
bols. One check symbol in error should mean just that: only
one check symbol and no data symbol is in error. No check
symbol in error means that no single error has occurred. What
one does with a Hamming code is mapping each state of a
codeword into a unique word formed by check symbols. For
a (7,4) n-valued Hamming code:

x1=pl, p2, ~p3
x2=pl, p2, ~p3
x3=pl, p2, p3

x4=-~pl, p2, p3

no error=~pl, ~p2, ~p3

pl in error=pl, ~p2, ~p3
p2 in error=pl, p2, ~p3
p3 in error=pl, ~p2, p3

Accordingly all 8 combinations of p1, p2 and p3 are used.

As another illustrative example an 8-valued (11,7) Ham-
ming code will be provided. Herein an addition over GF(8)
sc8 will be used as the 8-valued function to determine the 4
check symbols pl, p2, p3 and p4 from the 7 8-valued data
symbols [x1 x2 x3 x4 x5 x6 x7]. The truth table of sc8 is
provided in the following table.
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The function sc8 is commutative, self-reversing and associa-
tive. The check symbols are created from:

pl=x1 sc8 x2 sc8 x4 sc8 x5 sc8 x7
p2=x1 sc8 x3 sc8 x4 sc8 x6 sc8 X7
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p3=x2 sc8 x3 sc8 x4

p4=x5 sc8 x6 sc8 x7

The dependency of data symbols on check symbols is then:
x1=function of (pl, p2, ~p3, ~p4)

x2=function of (pl, ~p2, p3, ~p4)

x3=function of (~pl, p2, p3, ~p4)

x4=function of (pl, p2, p3, ~p4)

x5=function of (pl, ~p2, ~p3, p4)

x6=function of (~pl, p2, ~p3, p4)

x7=function of (pl, p2, ~p3, p4)

no errors (pl, p2, p3, p4)

and individual errors of pl, p2, p3 and p4. Only 12 of 16
possible words of check symbols are used. No parentheses are
required in the expressions because sc8 is associative. The
Venn-diagram for creating a possible (11,7) n-valued Ham-
ming code is provided in FIG. 2. While creating a (11,7)
binary Hamming code is known, creating a 911,7) 8-valued
Hamming code is believed to be novel to the inventor.

As an example assume the data word [x1 x2 x3 x4 x5 x6
x7]=[0123457]. This will create a word of check symbols
[p1 p2 p3 p4]=[4 7 6 0]. Assume a received wordis [0 1254
5747 6 0]. Using the data symbols it will generate check
symbols generated from received symbols [plr p2r p3r pdr]=
[1 6 7 0]. Comparing [plr p2r p3r pdr] with [4 7 6 0] shows
that only p4ris correct. That is the situation (p1, p2, p3, ~p4),
which means x4 is in error. This data symbol can be calculated
from x4=p3 sc8 x2 sc8 x3, which will generate x4=3.

It should be clear from the expression p1=x1 sc8 x2 sc8 x4
sc8 x5 sc8 x7 why associative functions are preferred. It is
much easier for reversing the expression to calculate x1 for
instance.

FIG. 3 provides a flow diagram for creating an n-valued
Hamming code. F1G. 4 provides a flow diagram for analyzing
a received n-valued Hamming coded codeword and correct-
ing up to one n-valued symbol in error.

While a Hamming code like the (7,4) or the (11,7) code
fully use their check symbols, and they are very easy to code
and decode, they are not very efficient codes in use of their
overhead. For detecting more than 1 n-valued symbol in error
it is easier and more efficient to interleave two or more Ham-
ming codewords than adding overhead check symbols. For
error correcting two or more errors directly in a single code-
word for instance Reed Solomon (RS) codes may be more
efficient. Unfortunately creating and solving RS-codes
involve Linear Feedback Shift Registers (LFSRs) and fairly
complex circuitry. If for instance a relatively low symbol error
ratio is expected it may be too expensive to create short
codewords with error correcting capabilities for 2 or more
errors. It would mean that each codeword has to be analyzed,
while in actuality just 1 in 100 codewords will have an error.

One may for instance code n-valued symbols into binary
words of bits. An 8-valued symbol has then 3 bits. Even if an
error occurs in just one symbol (and does not exceed 3 bits) it
may fall into 2 adjacent 8-valued symbols. In that case using
an interleaved n-valued Hamming code may be a good solu-
tion. Assume two (11,7) Hamming codewords [x1 x2 x3 x4
x5x6x7 pl p2 p3 p4] and [yl y2y3 y4ySy6y7rl r2 13 rd],
wherein pl, p2, p3, p4, rl, r2, r3 and r4 are n-valued check
symbols. Creating an interleaved codeword [x1 y1 x2 y2 x3
y3 x4 y4x5y5%x6y6x7y7plrl p2r2p3r3 p4rd] addresses
the issue of two symbols in error. It should be clear that
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different arrangements of data symbols and check symbols
can be beneficial. Because a single check symbol in error
requires no data symbol recalculation, one can find arrange-
ments of order of data symbols that require the fewest calcu-
lations and recalculations. Different order of position of data
symbols and check symbols is fully contemplated as one
aspect of the present invention.

If more adjacent errors are expected one can use more
interleaved single codewords to create a combined inter-
leaved codeword.

In some communication channels errors occur in bursts.
For instance if it is known that errors occur in bursts of never
more than 8 adjacent bits, it may be beneficial to create
Hamming codewords of 16-valued symbols, interleave two
codewords, and represent each symbol by 4-bits words. Some
costs of this simple error correcting method involve the over-
head cost of check symbols and cost of synchronization of
words. Especially if a low symbol error ratio is expected one
may lower the relative overhead rate by increasing the word
size of the n-valued Hamming code.

In accordance with a further aspect of the present invention
a method and apparatus will be provided to further simplify
error detection and error correction by using n-valued logic
functions and ordering n-valued data symbols in a matrix. As
illustrative examples 2-dimensional matrices will be used. It
should be appreciated that using 3-dimensional and higher
dimensional matrices are also possible. Further more rectan-
gular matrices will be used. Depending on the ordering of
symbols one may use non-rectangular matrices. This will not
materially affect the principles of the method and apparatus
provided.

Two-dimensional binary parity check matrices are known.
In some cases GF(2?) symbols in binary form are created
wherein binary parity check symbols of individual bits are
created for error detection and error correction purposes. It is
believed that using two and multi dimensional matrices com-
prising n-valued data symbols and check symbols from data
symbols by applying n-valued logic functions is novel. Also
first identifying symbols in error and then correcting symbols
by reversing check symbol expressions is believed to be
novel.

FIG. 5 shows one way to organize n-valued data symbols
for single error detection and correction. Assume a series of
18 n-valued data symbols d11 to d63. It should be clear that
this is merely an illustrative example and that many different
data symbols and their organization may be selected. The
purpose is to find and correct a single error in these 18 data
symbols for which check symbols will be generated. The
symbols are organized in a matrix having 2 dimensions in this
example, wherein a column has 6 data symbols and a row has
3 data symbols. Each row and each column has added a check
symbol. The check symbols added to a row are named q and
to a column are named p. The columns are provided with 6
symbols to illustrate the possible complexity of calculating an
error corrected symbol if the applied logic functions are not
associative. FIG. 6 illustrates one way how the data symbols
can be organized in a matrix, starting at the top of the first
column and going from the bottom ofthe next column back to
the top and so on. [f multiple adjacent errors are possible these
errors may spill over into the next column. In that case orga-
nizing symbols as shown in FIG. 7 may be preferable, as
adjacent errors will appears in different rows. The position of
the check symbols p and q may be put anywhere in between
the data symbols to break up adjacent errors. However they
are put in the matrix in rows and columns to show how they
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are calculated. Additional check symbols like q4 which will
provide a check on check symbols. (either on a row or on a
column).

Assume that a column has n-valued data symbols [x1 x2 X3
x4 x5 x6]. Assume that one check symbol p is generated from
the n-valued symbols. The simplest way to do this is ifn is a
power of 2 and one can use a self reversing, associative and
commutative functions sc. In that case p=x1 sc x2 sc x3 sc x4
sc x5 sc x6. So if any of the symbols is in error it can easily be
reconstructed. Assume in the matrix of FIG. 7 that p2 and q3
were in error. That means that x3 (d32) was in error in the
column. One can recalculate x3 from x3=x1 sc x2 sc x4 sc x5
sc X6 sc p2. It appears to be easier to calculate x3 from fewer
terms, using q3=(d31 scl d32) sc2 d33. However if scl and
sc2 are non-associative, non-commutative logic functions,
then order of execution is important and determining d32 may
be a bit more involved. and look like:

d32=d31 sclr™ (q3 sc2¢™* d33). Herein sc1r~' is the inverse
of sc1 over constant rows and sc2¢™* is the inverse of sc1 over
constants columns.

How complicated the resolving expressions can become
can be demonstrated with calculating check symbol p from 6
symbols. One can use of course other functions than an asso-
ciative function. One expression then may be p=[{(x1 sc1 x2)
s¢2 (x3 sc4 x4)} sc5 (x5 sc6 x6)]. Even if one uses a single
non-associative function sc there are different ways to calcu-
late p. One way is: p1{([{(x1 sc x2) sc x3} sc x4] sc x5) sc
x6}. Another way is p=[{(x1 sc x2) sc¢ (x3 sc x4)} sc (x5 sc
x6)]. For instance assume the self reversing non-associative
8-valued function sc of which the following truth table is
provided.

sc 0 1 2 3 4 5 6 7
0 7 6 5 4 3 2 1 0
1 6 5 4 3 2 1 0 7
2 5 4 3 2 1 0 7 6
3 4 3 2 1 0 7 6 5
4 3 2 1 0 7 6 5 4
5 2 1 0 7 6 5 4 3
6 1 0 7 6 5 4 3 2
7 0 7 6 5 4 3 2 1

Further assume 8-valued data symbols [x1 x2 x3 x4 x5 x6]=[0
1234 5]. The expression p1 1={([{(x1 sc x2) sc x3} sc x4] sc
x5) sc x6} will generate p11=4. The expression p22=[{(x1 sc
x2) sc (x3 sc x4)} sc (x5 sc x6)] will generate p22=2. It should
be clear that for error detection it does not matter how expres-
sions are structured. The main requirement for error detection
is that a changed data symbol generates a changed check
symbol. Both expressions comply with that requirement.
However re-calculating a symbol when its error position is
known in both situations is different.

As an illustrative example assume x3 is known to be in
error. To calculate x3 from p11 will provide: x3=[{(p11 sc x6)
sc x5} sc x4] sc (x1 sc x2)=2. Using p11=2 instead of p11=4
would provide x3=0, which of course is wrong.

To calculate x3 from p22 will provide: x3=[{p22 sc (x5 sc
x6)} sc (x1 sc x2)] sc x4 with x3=2. Using p22=4 instead of
p22=2 would provide x3=0 which is wrong.

Accordingly one may select as part of the error detecting an
expression for determining a check symbol that applies one or
more identical or different logic functions. Determining if an
error has occurred requires recalculating the check symbol.
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Determining the correct value of a symbol in error requires
first determining the expression for calculating the data sym-
bol. That expression depends on the properties of the func-
tions and may become quite elaborate, especially if functions
are non-commutative and not self reversing and if the expres-
sion involves a substantial number of data symbols. In the
8-valued case there are 8!=40,320 reversible inverters. Each
reversible logic function has 8 columns and rows wherein a
column or a row is a reversible inverter as explained by the
inventor in U.S. patent application Ser. No. 10/935,960, filed
Sep. 8, 2004, entitled TERNARY AND MULTI-VALUE
DIGITAL SCRAMBLERS, DESCRAMBLERS AND
SEQUENCE GENERATORS, which is incorporated herein
by reference in its entirety. It will be appreciated that deter-
mining the actual expressions, whereby possibly no order x1,
x2, x3, x4, . . . is maintained, from the check symbols will
become quite involved.

In accordance with a further aspect of the present invention
one may provide security to data by not publicly disclosing
the expression for check symbol creation and by inserting one
error into a data symbol after a check symbol has been cre-
ated. If one does this at a fairly high symbol error ratio then
the received data, for instance if it represents a video signal
can still be viewed, but will demonstrate significant quality
deterioration. In such situations one can have somebody view
the video at low quality. However without the proper error
correction expression one can not correct the occurring
errors. This annoyance factor may be high especially in for
instance high definition video, where errors may show up as
having severely numbers of faulty pixels in a screen. It is
contemplated that a user can obtain or download the error
correcting expression from an authorized provider. Other
types of signals using protected errors as annoyance to dis-
courage unauthorized use, such as digital audio and music
files as well as other data files are fully contemplated. A
condition would be that the error correction of a code has to be
able to address the artificially inserted errors as well as errors
experienced during transmission and receiving.

Insertion of annoyance errors should take place after cal-
culating the check symbols and before experiencing ‘real’
errors. Errors may be introduced at the same position. Also
multiple errors may be introduced. In order to have deliberate
annoyance errors not corrected the decoder should have a
deliberately not matching decoder. This means that an annoy-
ance error will not be corrected appropriately. By providing
the correct solver or decoder for errors in a specific position
one may allow correction of the annoyance errors.

FIG. 8 shows a method of coding wherein two adjacent
errors may be detected. The data word comprising n-valued
data symbols is [dl m1 d2m2 d3 m3 ... d12 m12]. The data
word is ordered into 3 columns, each column comprising 8
data symbols. The data symbols are identified in such a way
that the symbols ‘d’ in odd positions are assigned to a first
check symbol, for instance ‘p’, while the even position sym-
bols ‘m’ are assigned to a second check symbol ‘r’. Each row
of the matrix is assigned to a check symbol ‘q’. Additional
check symbols may be used to check the check symbols. The
illustrative scheme as shown in FIG. 8 allows detecting more
than 1 error in a dataword by using simple check symbol
expressions. [tis easy to see that 2 or more errors using simple
check symbol expressions may cancel each other out. It
should also be clear that the same approach of creating addi-
tional check symbols by symbol interleaving can be used for
the rows in a matrix, or along any other dimension of a matrix.

As an example one can detect the location of two adjacent
errors in the word [d5 m5 d6 m6 d7 m7 d8 m8] by using check
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symbols r2, p2, q3 and g4. It should be clear that non adjacent
errors, for instance in d5 and d6 may not be detected in this
manner.

FIG. 9 shows how a symbol in error may be corrected.
Assume the matrix of FIG. 7, wherein p2 and q3 were
assumed to be detected in error. FIG. 9 shows how for every
row in a coding matrix, depending on the column, as shown in
FIG. 9 as 900, a solution comprised of a solving n-valued
expression is available in 901. The solver 901 may for
instance be a series of instructions in a processor representing
the execution of an appropriate expression. This series of
instructions is provided as input with n-valued symbols d31,
d33 and g3, which will generate d32, which was in error.

FIG. 10 shows a flow diagram of checking all columns and
rows on errors and providing the identification of error posi-
tion to the solver, together with appropriate data to solve an
expression.

The methods provided here apply n-valued expressions
using one or more equal or different n-valued logic functions
on n-valued symbols. In a first check symbol expression an
n-valued symbol only appears once. One could articulate this
as: in the expression p=axl sc bx2 sc cx3 . . . sc gx4 all
coefficients a, b . . . g have the value 1 or the equivalent in
n-valued logic, being an identity inverter.

In a second expression the coefficients may not all be 1, but
none is 0. However a restriction has to be that ax1 is unique
(ax1 means axx1). This means that if x1=el or x1=e2 that
axel is never identical to axe2. For instance if one is consid-
ering 8-valued symbols and one is using 2xx1 as a term in an
8-valued expression wherein 2 is the modulo-8 multiplication
by 2, then 2x2=4 modulo-8 but 2x6 modulo-8 is also 4. This
means that an error in x1 wherein x1 was 2 but is replaced by
6 will not be detected. This is the fundamental problem for
detecting 2 or more errors in sequences of binary symbols
using just single check symbols. Adding a parity symbol
based on the same data symbols will not always extend error
detection. It is a further aspect of the present invention to
increase detection of symbols in error in a sequence of n-val-
ued data symbols by increasing the number of check symbols,
wherein each check symbol is created from an expression
applying the same number of data symbols, but in each
expression related to a check symbol a data symbol may be
multiplied by a different coefficient. In order to prevent unde-
tectable errors multiplication should exist within GF(n). In
order to be able to correct two or more errors one should
create at least two independent expressions for the
“‘unknowns’ which are the to be solved errors. The problem
with binary expressions of course is that a binary coefficient
multiplier can only be 1 as non-zero multiplier. This effect
ultimately then also explains why in Reed Solomon codes one
needs an LFSR wherein the n-valued logic is preferably
greater than the number of shift register elements.

Because one will work with multipliers in n-valued expres-
sions, it is likely that one also is required to apply n-valued
division in order to solve expressions. From a n-valued logi-
cal point of view division in n-valued logic is the inverter that
reverses a n-valued multiplication. For illustrative purposes
8-valued examples will be provided. It should be clear that
similar approaches in GF(n) can also be created.

First addition and multiplication in GF(8) will be estab-
lished. The following tables provide the truth tables of the two
required functions.
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+ 0 1 2 3 4 5 6 7
0 0 1 2 3 4 5 6 7
1 1 0 4 7 2 6 5 3
2 2 4 0 5 1 3 7 6
3 3 7 5 0 6 2 4 1
4 4 2 1 6 0 7 3 5
5 5 6 3 2 7 0 1 4
6 6 5 7 4 3 1 0 2
7 7 3 6 1 5 4 2 0
x 0 1 2 3 4 5 6 7
0 0 0 0 0 0 0 0 0
1 0 1 2 3 4 5 6 7
2 0 2 3 4 5 6 7 1
3 0 3 4 5 6 7 1 2
4 0 4 5 6 7 1 2 3
5 0 5 6 7 1 2 3 4
6 0 6 7 1 2 3 4 5
7 0 7 1 2 3 4 5 6

The following table shows the division rule in GF(2?).

From this one can easily check that for instance division by
2 in GF(2%) is the same as multiplication by 7.

Assume generating two 8-valued check symbols p1 and p2.
The following expressions will be used applying 4 8-valued
data symbols [x1 x2 x3 x4]=[1 2 3 4]: pl=x1+2x2+3x3+4x4
and p2=3x1+x2+4x3+5x4. Herein + is the addition in GF(8)
as provided in the above truth table. A further assumption is
that by arranging data symbols in a matrix and by using check
symbols one can identify which symbols are in error. Assume
that x1 and x2 were detected being in error.

The check symbols are: p1=5 and p2=0. This will provide
the following expressions: x1+2x2+3.3+4.4=5 or x1+2x2+
5+7=5 or x1+2x2+4=5. Keep in mind that + is self reversing
and associative, thus x14+2x2=4+5=7. Further: 3x1+x2+4 .3+
5.4=0 or 3x1+x2+6+1=0 or 3x1+x2=5. So one has to solve
the set x1+2x2=7 and 3x1+x2=5 in GF(8). That will generate
(as expected) x1=1. The same approach applies to x2 and will
generate X2=2.

The requirement for error detection in a codeword with the
generation of check symbols as provided here is that two or
more symbols in error will not create all check symbols to be
equal to the ones when no errors have occurred. In such a
situation one is unable to detect multiple errors.

The advantage of the new method for error detection using
multipliers is that no interleaving is required and no extra step
is required to distinguish and separate different sequences of
data symbols. One may actually circumvent use of multipliers
by combining multipliers with adders according to a method
disclosed in U.S. patent application Ser. No. 10/935,960, filed
Sep. 8, 2004, entitled TERNARY AND MULTI-VALUE
DIGITAL SCRAMBLERS, DESCRAMBLERS AND
SEQUENCE GENERATORS.
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The following 5-valued expressions can be used to check
on 2 adjacent errors in [x1 x2 x3 x4]:

X1+4%x2+3x3+2x4=p1l

2x142x2+2x3+x4=p2. Herein + is mod-5 addition and * is
mod-5 multiplication.

After detecting errors one can error correct in two ways:
solve a set of equations for the word with the multiple errors.
If one detects errors with single error check symbols one can
solve each individual error. Solving multiple errors from a set
of equations may require either more calculations or storage
of solving equations. The advantage is that the solutions can
be generated in a limited number of steps. One way to limit
computations may be to leave out certain variables, as long as
each variable shows of course up in one check symbol.

With this it has been demonstrated that methods ofk errors
correction in a sequence of p symbols has been by providing
by first detecting errors and then solving k n-valued expres-
sions for k n-valued error checking symbols created over p
n-valued data symbols. One may keep on adding n-valued
check symbols, created by different n-valued expressions.
The limitation for solving equations for error correction is the
independency of the equations for the to be solved unknowns.
The limitation is less stringent for adjacent errors. For
instance assume that a word of n-valued data symbols is [x1
x2 x3 x4 x5 x6 x7 x8 x9 x10]. To solve errors in any of 3
symbols puts much more severe restrictions on the expres-
sions than solving for 3 adjacent errors.

An additional benefit is that each check symbol in an
expression is independent from any other check symbol. That
means that a check symbol in error only contributes as an
unknown in one expression.

N-valued check symbols are known to be generated by
LFSRs in for instance Reed Solomon codes. However in
general these check symbols are treated as residues of a
division, not as part of an n-valued expression. The here
provided analysis and methods are believed to be novel. The
subject of n-valued LFSRs and n-valued expressions is dealt
with elsewhere by the inventor, for instance in U.S. patent
application Ser. No. 11/566,725 filed Dec. 5, 2006 entitled
ERROR CORRECTING DECODING FOR CONVOLU-
TIONAL AND RECURSIVE SYSTEMATIC CONVOLU-
TIONAL ENCODED SEQUENCES, which is incorporated
herein by reference in its entirety.

Re-calculating check symbols in binary art usually take
place after transmission or substantial processing of the sym-
bols. For the purpose of aspects of the present invention
re-calculating of check symbols may take place after each
step, also called transmission step, in which an error in a
symbol may have occurred. This may be in for instance after
reading from an optical disk, scanning of a bar-code, trans-
mission of a signal. Accordingly recalculation may occurin a
place or apparatus different from where the original calcula-
tion took place. However it may also occur in the same appa-
ratus or place, after a step, a processing step or transmission
step that may introduce errors.

The term n-valued expression used herein means an alge-
braic expression that is created in a non-recursive manner.
LFSRs determine the set of expressions that is to be executed,
wherein at each clock cycle an expression is evaluated. This
has potentially several draw backs. First of all an LFSR is a
serial execution; one has to execute by clock pulse, using
previous results to generate a new result. It may be easier and
faster to execute the expressions in parallel by dedicated
circuitry. Secondly one cannot easily create expressions that
meet specific error expectations (such as 2 or more adjacent
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errors in a sequence of data symbols). Accordingly methods
using N-valued LFSRs are excluded unless they are specifi-
cally included.

In accordance with a further aspect of the present invention
the here provided methods of error correction by error detec-
tion and symbol reconstruction can be used in a system, such
as a communication system. Such a system may be a wired
system or a wireless system. Such a system may be used for
data transmission, telephony, video or any other type of trans-
fer of information. A diagram of such a system is provided in
FIG. 11. Herein 1101 is a source of information. The infor-
mation is provided to a coder 1102. The information provided
to a coder 1102 may already be in a digital form. It may also
be converted into digital form by the coder 1102. The coder
1102 creates the code words of a plurality of data symbols
with added check symbols as described herein as another
aspect of the present invention. The codewords are organized
in such a way that up to a number of symbols in error can be
identified as such. The thus created codewords may be pro-
vided directly to a medium 1103 for transmission. They may
also be provided to a modulator/transmitter 1106 that will
modify the digital coded signal provided by 1102 to a form
that is appropriate for the medium 1103. For instance 1106
may create an optical signal or an electrical signal. Modulator
1106 may also be a radio transmitter, which will modulate the
signal on for instance a carrier signal, and wherein 1103 is a
radio connection.

Atthe receiving side a receiver 1107 may receive, amplify,
and demodulate the signal coming from 1103 and provide a
digital signal to a decoder 1104. The decoder 1104 identifies
if and which symbols are in error in accordance with another
aspect of the present invention and then applies the methods
provided herein to correct symbols in error. A decoded and
error corrected signal is then provided to a target 1105. Such
a target may be a radio, a phone, a computer, a tv set or any
other device that can be a target for an information signal. A
coder 1102 may also provide additional coding means, for
instance to form a concatenated or combined code. In that
case the decoder 1104 has equivalent means to decode the
additional coding. Additional information, such as synchro-
nization or ID information, may be inserted during the trans-
mission and/or coding process.

In accordance with another aspect of the present invention
the here provided methods and apparatus for error correcting
coding and decoding of signals can also be applied for sys-
tems and apparatus for storage of information. For instance
data stored ona CD, a DVD, amagnetic tape or disk or in mass
memory in general may benefit from error correcting coding.
A system for storing error correcting symbols in accordance
with another aspect of the present invention is shown in
diagram in FIG. 12. A source 1201 provides the information
to be coded. This may be audio, video or any information
data. The data may already be presented in n-valued symbols
by 1201 or may be coded in such a form by 1202. Unit 1202
also creates the code words of a plurality of data symbols with
added check symbols as described herein as another aspect of
the present invention. Codewords are organized in such a way
that up to a number of symbols in error can be identified as
such. The thus created codewords may be provided directly to
a channel 1204 for transmission to an information carrier
1205. The information carrier 1205 may be an optical disk, an
electro-optical disk, a magnetic disk, a magnetic tape, a flash
memory device or any other device or medium that can store
information. In general a modulator/data writer 1203 will be
required to write a signal to a carrier 1205. For instance the
channel may require optical signals, electrical signals or it
may require magnetic or electro-magnetic or electro-optical
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signals. Modulator/data writer 1203 will create a signal that
can be written via channel 1204 to a carrier 1205. Additional
information such as for ID and/or synchronization may be
added to the data.

FIG. 13 shows a diagram for error correcting decoding
information read from a carrier 1305, identical to 1205 in
FIG. 12. The information is read through a channel 1304
(such as an optical channel or electrical or magnetic or elec-
tro-magnetic or electro-optical channel) and provided in gen-
eral to a detector 1303 that will receive and may amplify and
or demodulate the signal. The signal is then provided to a
decoder 1302 where error detection and error correction takes
place. The information signal, possibly readied for presenta-
tion as an audio or video signal or any other form is then
provided to a target. The target may be a video screen, a
computer, a radio or any other device that can use the decoded
signal.

It should be appreciated that while illustrative examples on
determining n-valued check symbols are using 2 dimensional
matrices, also more dimensional matrices can be used. Fur-
ther more it is not required to determine a check symbol
strictly along a dimension of a matrix. One may jump rows,
columns or other dimensions, as long as the same rules for
determining check symbols are used at coding and decoding.

The methods and apparatus here provided can be imple-
mented using a general processor, a dedicated signal proces-
sor or customized logic. N-valued symbols may be processed
as binary words, being created from n-valued symbols by
Analog/Digital converters. After being processed n-valued
signals may be created from binary words by applying Digi-
tal/Analog converters. Switching functions may be created as
customized n-valued circuits. For instance U.S. Pat. No.
6,133,754 by Olson, issued Oct. 17, 2000 entitled “Multiple-
valued logic circuit architecture; supplementary symmetrical
logic circuit structure (SUS-LOC)” discloses embodiments
of n-valued CMOS switches. In U.S. patent application Ser.
No. 11/000,218 filed Nov. 30, 2004 entitled “Single and com-
posite binary and multi-valued logic functions from gates and
inverters” which is incorporated herein by reference in its
entirety, it is shown how n-valued logic circuits can be cre-
ated. N-valued logic embodiments, for instance using look-
up tables are also contemplated.

In the examples of creating n-valued check symbols n-val-
ued reversible logic functions are used in expressions. The
use of reversible logic functions is required for solving equa-
tions. It should be clear that for only detecting errors one may
use non-reversible logic functions. For instance one may want
to detect errors only in data symbols in certain states, so
recalculating a check symbol with a certain state in error will
create a new value in a check symbol. Accordingly the use of

non-reversible n-valued logic functions for error detection is
fully contemplated.

It should be clear from the above that one purpose is to
create optimal expressions for generating single n-valued
check symbols. It should be clear to one skilled in the art that
one can create expressions that comprise binary variables
(able to assume one of two values) that will create binary
check symbols by using non-binary multiplications. For
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instance in the binary case one could apply the expressions
x14+2x2+3x3=a, and 2x14+3x2+2x3=b and x1+x2+x3=c.
Herein one should calculate

24
correcting by a processor of the at least 1 and up to p
symbols in error in the plurality of n-valued data sym-
bols and p check symbols by solving one or more n-val-

x1 x2 x3 x1+2x2+3x3 2x1 +3x2+2x3 x1+x2+%x3 amod-2 bmod-2 ¢mod-2
0 0 o0 0 0 0 0 0 0

0 0 1 3 2 1 1 0 1

0o 1 o0 2 3 1 0 1 1

0o 1 1 5 5 2 1 1 0

1 0 0 1 2 1 1 0 1

1 0 1 4 4 2 0 0 0

1 1 0 3 5 2 1 1 0

1 1 1 6 7 3 0 1 1

Using these expressions (with coefficients greater than 2) in
the binary case for creating check symbols will only work for
finding unique errors and solving for errors if one uses check
symbols that may have a value greater than 2, and accordingly
have to be multi-bits words. For instance one can create
independent equations if the check symbols are calculated to
be for instance modulo 4 (or 2 bits). In fact the method of
extending the size of n-valued check symbols to represent
k-valued symbols wherein k>n, which is a further aspect of
the present invention, may be compared in relevant cases to
having an n-valued LFSR run for additional clock cycles to
increase the Hamming distance between codewords.

The following patent applications, including the specifica-
tions, claims and drawings, are hereby incorporated by refer-
ence herein, as if they were fully set forth herein: (1) U.S.
Non-Provisional patent application Ser. No. 10/935,960, filed
on Sep. 8, 2004, entitled TERNARY AND MULTI-VALUE
DIGITAL SCRAMBLERS, DESCRAMBLERS AND
SEQUENCE GENERATORS; (2) U.S. Pat. No. 7,002,490 by
Lablans, issued Feb. 21, 2006, entitled TERNARY AND
HIGHER MULTI-VALUE SCRAMBLERS/DESCRAM-
BLERS:; (3) U.S. patent application Ser. No. 11/000,218, filed
Nov. 30, 2004, entitled SINGLE AND COMPOSITE
BINARY AND MULTI-VALUED LOGIC FUNCTIONS
FROM GATES AND INVERTERS; (4) U.S. Provisional
Patent Application No. 60/599,781, filed Aug. 7, 2004,
entitted MULTI-VALUED DIGITAL INFORMATION
RETAINING ELEMENTS AND MEMORY DEVICES; and
(5) U.S. patent application Ser. No. 11/566,725 filed Dec. 5,
2006, entitled ERROR CORRECTING DECODING FOR
CONVOLUTIONAL AND RECURSIVE SYSTEMATIC
CONVOLUTIONAL ENCODED SEQUENCES.

While there have been shown, described and pointed out
fundamental novel features of the invention as applied to
preferred embodiments thereof, it will be understood that
various omissions and substitutions and changes in the form
and details of the device illustrated and in its operation may be
made by those skilled in the art without departing from the
spirit of the invention. It is the intention, therefore, to be
limited only as indicated by the scope of the claims appended
hereto.

The invention claimed is:

1. A method for correction of at least 1 and up to p symbols
in error in a plurality of n-valued data symbols and p check
symbols with n>2 and pZ1, comprising:

receiving a check symbol that was generated by a generat-

ing step that includes executing an n-valued expression
applying at least one reversible non-commutative n-val-
ued logic function with at least two of the plurality of
n-valued data symbols as variables; and

ued equations, wherein a symbol in error is an unknown
variable and wherein a symbol is represented by a signal.
2. The method of claim 1, wherein p>1.

2 3. The method of claim 1, further comprising:
associating the plurality of n-valued data symbols with a
matrix having rows and columns, each row and column
of the matrix that includes an n-valued data symbol from
25 the plurality of data symbols including at least one check

symbol generated by an n-valued expression.

4. The method as claimed in claim 1, wherein the method is
applied in a communication system.

5. The method as claimed in claim 1, wherein the method is
applied in a data storage system.

6. The method as claimed in claim 1, wherein at least one of
the at least 1 and up to p symbols in error was an error-free
symbol that has been deliberately changed into an error as an
annoyance error.

7. The method as claimed in claim 6, wherein an n-valued
logic expression that will correct the deliberately changed
symbol in error was not available to a decoder that receives
the deliberately changed symbol and subsequently has been
made available to the decoder.

8. The method as claimed in claim 1, further comprising:

creating by the processor of a codeword comprising:

the plurality of n-valued data symbols;

the p check symbols;

at least one additional n-valued data symbol; and

at least one additional check symbol, wherein the at least
one additional check symbol is generated by an n-val-
ued expression having the at least one additional
n-valued data symbol as a variable and which does not
occur as a variable in an n-valued expression for gen-
erating at least one of the p check symbols.

9. The method of claim 1, wherein an n-valued symbol is
represented by a plurality of binary symbols.

10. A system for correction of at least 1 and up to p symbols
in error in a plurality of n-valued data symbols with n>2 and
pZ1, comprising:

a processor;

instructions executable by the processor for performing the

steps of:

receiving the p check symbols, at least one ofthe p check
symbols being generated by a generating step that
includes executing an n-valued expression applying at
least one reversible non-commutative n-valued logic
function with at least two of the plurality of n-valued
data symbols as variables; and

correcting the at least 1 and up to p symbols in error in
the plurality of n-valued data symbols and p check
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symbols by solving one or more n-valued equations
wherein a symbol in error is an unknown variable.
11. The system of claim 10, wherein p>1.
12. The system of claim 10, further comprising the step of:
associating the plurality of n-valued data symbols with a
matrix having rows and columns, each row and column
of'the matrix that includes an n-valued data symbol from
the plurality of data symbols including at least one check
symbol generated by an n-valued expression.
13. The system as claimed in claim 10, wherein the system
is a communication system.
14. The system as claimed in claim 10, wherein the system
is a data storage system.

26

15. The system as claimed in claim 10, wherein at least one
of'the atleast 1 and up to p symbols in error was an error-free
symbol that has been deliberately changed into an error as an
annoyance error.

16. The system as claimed in claim 15, wherein an n-valued
logic expression that will correct the deliberately changed
symbol in error was not available to a decoder and subse-
quently has been made available to the decoder.

17. The system of claim 10, wherein an n-valued symbol is
represented by a plurality of binary symbols.



