
US008149143B2 

(12) United States Patent (10) Patent N0.: US 8,149,143 B2 
Lablans (45) Date of Patent: Apr. 3, 2012 

(54) DATA ENCRYPTION AND DECRYPTION 6,937,727 B2 8/2005 Yup et al. 

WITH/‘KEY RYAN N'STATE INVERTER 9333’??? 35* 281/588? 51111353552?" 380/37 
MODIFIED SWITCHING FUNCTION 2005/0207’571 Al 9/2005 Ahn etal. 

_ _ 2007/0058805 A1 3/2007 Ohkuma et al. 
(75) Inventor: Peter Lablans, Morris Township, NJ 2009/012297g A1 5/2009 Gorissen et a1, 

(US) 2009/0214024 A1 8/2009 Schneider 
2010/0014664 A1 1/2010 Shirai et al. 

(73) Assignee: Ternarylogic LLC, Morristown, NJ 
(US) OTHER PUBLICATIONS 

( >1< ) Notice: Subject to any disclaimer, the term ofthis Sklar, Bernard: Reed-Solomon Codes Apr. 25, 2002 Article down 
patem is extended or adjusted under 35 loaded from InternetURL http://ptgmedia.pearsoncmg.com/images/ 
U_S_C_ 1540;) by 0 days_ artisklar7ireed-solomon/elementLinks/artl3 sklar7ireed 

solomon.pdf. 
(21) Appl. No.: 13/083,763 Rogers, Derek Paul: Non-binary Spread-Spectrum Multiple Access 

Communications; Mar. 1995; Ph. D. Thesis University of Adelaide, 
(22) Filed: Apr. 11, 2011 Australia; 213 pages; downloaded from Internet URL http://www.itr. 

unisa.edu.au/~steven/thesis/dpr.ps.gZ. 
(65) Prior Publication Data Speci?cation for the Advanced Encryption Standard (AES), FIPS 

Us 2011/0182423 A1 Jul‘ 28’ 2011 197, National Institute of Standards and Technology, Nov. 2001. 

* cited by examiner 
Related US. Application Data 

(63) Continuation of application No. 12/827,465, ?led on _ _ 
Jun. 30, 2010, now Pat. No. 7,924,176, which is a Pr’mary Exammerfloseph Laumre 
continuation of application No. 12/330,255, ?led on (74) A210" "6)’; Agent) 0" Firm * Diem Sen/i112‘ LLC 

Dec. 8, 2008, now Pat. No. 7,772,999. 

(60) Provisional application No. 61/012,548, ?led on Dec. (57) ABSTRACT 
10, 2007. 

Methods and apparatus for implementing an n-state ripple 
(51) Int. Cl. adder scheme coder with n22 using an n-state reversible 

H03M 7/00 (2006.01) switching ?inction and a non-reversible n-state switching 
(52) US. Cl. .......................................... .. 341/50; 380/37 function acting upon a ?rst and a second Word of at least 2 
(58) Field of Classi?cation Search .................. .. 341/50, n-state symbols are disclosed Corresponding decoding 

341/51, 52, 56, 107; 380/28, 255, 287, 37, methods and apparatus are also disclosed. A resulting code 
380/42, 29; 713/189; 714/752 word may be a codeword which can be decoded by using the 

See application ?1e for comp1ete Search history identical or different n-state switching ?lnctions in a corre 
sponding ripple adder scheme decoder. Feistel networks and 

(56) References Cited LFSRs apply the coding and decoding. Systems using the 

US. PATENT DOCUMENTS 
coding and decoding methods may be communication, stor 
age and/ or ?nancial systems. 

4,195,196 A 3/1980 Feistel 
4,195,200 A 3/1980 Feistel 
6,452,958 B1 9/2002 Van Nee 20 Claims, 5 Drawing Sheets 

_ _ 103 

s1g_1n 07 106 1 00 1 

I!’ / f f 
[s80 

<—,~'-> 105 
10 1 I’ 

srl sr2 sr3 

sig_line 104 



US. Patent Apr. 3, 2012 Sheet 1 015 US 8,149,143 B2 

100 107 
103 

f Q) 
I 

I 
I 

I 

104 

s1g_in 

f s03) 102 , ’ 

, '+ 
101 ' 

s1g_11ne ‘' 

FIG. 1 

100 

s13 s12 

FIG. 2 



US. Patent Apr. 3, 2012 Sheet 2 of5 US 8,149,143 B2 

Sig_in 304 300 

306 

@ $12, ‘@818 sig_line 
302 

303 
FIG. 3 

300 

406 

302 
303 

FIG. 4 



US. Patent 

sig_in l .................................. .. 

1001 

sig_1ine 

sig_line 

1101 

@ 
sig_in 

Apr. 3, 2012 Sheet3 0f5 

........... --1006 sig_key 

l 1005i 

US 8,149,143 B2 

1002 

codebox 

FIG. 5 

1105 

sig_k6y 

1103 1102 
"—> 

codebox 
sig_b0x 
1104 

T 1106 

v 

FIG. 6 



US. Patent Apr. 3, 2012 Sheet 4 of5 US 8,149,143 B2 

722 721 

Codeword Plaintcxt 

710 712 

S 

711 703 702 

K@—> 704 

705 

701 

Kn—> 708 

713 (3 C“ 

Kn-1—> 

Y 

K1 A 706 

714 707 

61C... etc... 

K11 ">708 

701 703 702 712 711 710 
Plaintext Codeword 

FIG. 7 



US. Patent Apr. 3, 2012 Sheet 5 of5 US 8,149,143 B2 

801 801 
802 802 

/ 805 ‘p/ 
806 

800 804 

807 
803 

803 

FIG. 8 



US 8,149,143 B2 
1 

DATA ENCRYPTION AND DECRYPTION 
WITH A KEY BY AN N-STATE INVERTER 
MODIFIED SWITCHING FUNCTION 

STATEMENT OF RELATED CASES 

This application is a continuation and claims the bene?t of 
US. Non-Provisional patent application Ser. No. 12/827,465 
?led on Jun. 30, 2010 Which is a continuation of US. Non 
Provisional patent application Ser. No. 12/330,255 ?led on 
Dec. 8, 2008, now US. Pat. No. 7,772,999 issued on Jul. 21, 
2010 and Which claims the bene?t of US. Provisional Patent 
Application No. 61/012,548 ?led on Dec. 10, 2007 Which are 
all incorporated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

This invention relates to the reversible coding of sequences 
of 2 or more binary or n-state symbols. More speci?cally it 
provides novel methods and apparatus for coding a ?rst plu 
rality of symbols With a second plurality of symbols using at 
least one reversible logic function and one non-reversible 
logic function. 

In general coding of plurality of symbols comprises using 
binary symbols, and combining symbols by using a binary 
reversible logic function, usually the XOR function. The 
other reversible binary logic function is the EQUAL function. 

The use of the XOR (also knoWn as modulo-2 addition) is 
Well knoWn. This means that unauthorized users trying to read 
a coded digital message of binary symbols can make a reliable 
assumption that coding of the message uses the XOR func 
tion. This facilitates unauthorized decoding of a message. 
Messages using n-state symbols often are recoded into binary 
symbols. These messages are often coded by using again the 
XOR function, for instance by using additions over 
GF(n:2P), Which can be expressed as a plurality of XOR 
functions. 

Accordingly novel and improved methods and apparatus 
applying a Wider range of less predictable functions than only 
the XOR function for coding messages of binary and n-state 
symbols are required. 

SUMMARY OF THE INVENTION 

In vieW of the more limited possibilities of the prior art in 
creating binary and n-state reversible coders novel and 
improved apparatus and methods to create coders and decod 
ers are required. 

Binary in the context of this application means 2-valued or 
2-state. Multi-valued, n-valued or n- state in the context of this 
invention means an integer equal to or greater than 2. It is to 
be understood that the value of a state is to indicate as differ 
ence With another state. Accordingly an n-state signal means 
a signal having one of n states. A signal represents an n-state 
symbol, and is preferably a single element. HoWever a single 
n-state symbol can also be represented by a plurality of p-state 
symbols With p<n. 
A symbol herein is alWays represented by one or more 

signals. A symbol is an n-state symbol having one of at least 
tWo states if binary is included, or has one of at least three 
states if binary symbols are excluded. An n-state symbol may 
be represented by at least tWo p-state symbols When p<n. An 
n-state symbol may also be represented by an n-state signal. 
An n-state symbol may be represented by a plurality of binary 
symbols and by a plurality of binary signals. Even if only the 
Word symbol is used Without the Word signal, it is assumed 
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2 
and intended herein that a symbol can be represented by one 
or more signals Which can be processed by binary and/or 
n-state sWitches. 
One object of the present invention is to provide neW meth 

ods and apparatus to implement an n-state reversible ripple 
adder scheme coder With a corresponding ripple adder 
scheme decoder. 

In accordance With one aspect of the present invention a 
method of coding With a computing device is provided of a 
?rst plurality of p n-state symbols With p and n22 into a 
codeWord of p n-state symbols comprising inputting the ?rst 
plurality of p n-state symbols on the computing device, input 
ting a second plurality of n-state symbols on the computing 
device, processing each of p corresponding n-state symbols in 
the ?rst and the second plurality of p n-state symbols With a 
?rst n-state function to generate a third plurality of p n-state 
symbols, processing at least one set of corresponding n-state 
symbols in the ?rst and the second plurality of p n-state 
symbols With a second n-state function to generate one or 
more n-state transfer symbols, processing the third plurality 
of n-state symbols and the one or more n-state transfer sym 
bols With a third n-state logic function, and generating on an 
output of the computing device the codeWord of p n-state 
symbols. 

In accordance With a further aspect of the present invention 
the method is provided, Wherein the ?rst and the second 
n-state logic function are not a modulo-n adder and a corre 
sponding modulo-n carry function. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the ?rst n-state logic 
function is a reversible logic function. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the ?rst and the third 
n-state logic function are the same n-state logic function. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the ?rst n-state logic 
function is a reversible logic function. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, further comprising processing a 
complete ripple of n-state transfer symbols through the ?rst 
plurality of n-state symbols. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the codeWord is gener 
ated in a Feistel netWork. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein an n- state symbol is 
represented by one or more binary signals. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein an n- state logic function 
is implemented With binary circuitry. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the computing device is 
part of a communication system. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, Wherein the computing device is 
part of a ?nancial system. 

In accordance With yet a further aspect of the present inven 
tion the method is provided, further comprising a correspond 
ing method to retrieve from the codeWord the ?rst plurality of 
p n-state symbols. 

In accordance With another aspect of the present invention, 
an apparatus is provided for coding a ?rst plurality of p n- state 
symbols With p and n22 into a codeWord of p n-state symbols 
comprising a processor With memory, the memory enabled to 
store and retrieve instructions, the processor executing the 
instructions on signals representing n-state symbols to per 
form the steps of receiving the ?rst plurality of p n-state 
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symbols on a ?rst input, receiving a second plurality of n-state 
symbols on a second input, processing each of p correspond 
ing n-state symbols in the ?rst and the second plurality of p 
n-state symbols With a ?rst n-state function to generate a third 
plurality of p n-state symbols, processing at least one set of 
corresponding n-state symbols in the ?rst and the second 
plurality of p n-state symbols With a second n-state function to 
generate one or more n-state transfer symbols, processing the 
third plurality of n-state symbols and the one or more n-state 
transfer symbols With a third n-state logic function, and gen 
erating on an output the codeWord of p n-state symbols. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein the ?rst and the 
second n-state logic function are not a modulo-n adder and a 

corresponding modulo-n carry function. 
In accordance With yet another aspect of the present inven 

tion, the apparatus is provided, Wherein the ?rst n-state logic 
function is a reversible logic function. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein the ?rst and the third 
n-state logic function are the same n-state logic function. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein the ?rst n-state logic 
function is a reversible logic function. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, further comprising processing 
a complete ripple of n-state transfer symbols through the ?rst 
plurality of n-state symbols. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein the codeWord is gen 
erated in a Feistel network. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein an n-state symbol is 
represented by one or more binary signals. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein an n-state logic func 
tion is implemented With binary circuitry. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, Wherein the apparatus is part 
of a ?nancial system. 

In accordance With yet another aspect of the present inven 
tion, the apparatus is provided, further comprising an appa 
ratus to retrieve from the codeWord the ?rst plurality of p 
n-state symbols. 

In accordance With an aspect of the present invention, an 
n-valued a method is provided of coding a plurality of p 
n-state symbols With p and n22 into a ?rst codeWord of p 
symbols comprising using the plurality of n-state symbols as 
an augend, using a second plurality of n-state symbols as an 
addend, generating a codeWord of p symbols by applying a 
ripple adder scheme coder having a corresponding ripple 
scheme decoder to the augend and the addend With a revers 
ible function from a set of n-state reversible functions and a 
non-reversible function from a set of n-state non-reversible 
functions. 

In accordance With another aspect of the present invention, 
a method is provided Wherein the set of n-state reversible 
functions is a ?rst set of n-state reversible functions as de?ned 
in the speci?cation. 

In accordance With a further aspect of the present inven 
tion, a method is provided Wherein the set of n- state reversible 
functions is a second set of n-state reversible functions as 
de?ned in the speci?cation. 

In accordance With another aspect of the present invention, 
a method is provided, Wherein the set of n-state reversible 
functions is a third set of n-state reversible functions. 
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4 
In accordance With a further aspect of the present inven 

tion, a method is provided, Wherein the set of n-state non 
reversible functions is a ?rst set of n-state non-reversible 
functions as de?ned in the speci?cation. 

In accordance With another aspect of the present invention, 
a method is provided, Wherein the set of n-state non-revers 
ible functions is a second set of n-state non-reversible func 
tions as de?ned in the speci?cation. 

In accordance With a further aspect of the present inven 
tion, a method is provided, Wherein the set of n-state non 
reversible functions is a third set of n-state non-reversible 
functions as de?ned in the speci?cation. 

In accordance With another aspect of the present invention, 
a method is provided, Wherein augend and addend can be 
used interchangeable. 

In accordance With a further aspect of the present inven 
tion, a method is provided, Wherein the corresponding 
decoder is part of a computing device. 

In accordance With another aspect of the present invention, 
a method is provided, Wherein the computing device is part of 
a communication system. 

In accordance With a further aspect of the present inven 
tion, a method is provided, Wherein the computing device is 
part of a ?nancial system. 

In accordance With another aspect of the present invention, 
a method is provided, Wherein n>2. 

In accordance With a further aspect of the present inven 
tion, a method is provided, Wherein decoding is performed by 
a tWo’s complement ripple adder scheme. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various other objects, features and attendant advantages of 
the present invention Will become fully appreciated as the 
same becomes better understood When considered in con 
junction With the accompanying draWings, and Wherein: 

FIG. 1 is a diagram of an n-state Fibonacci LFSR based 
scrambler in accordance With an aspect of the present inven 
tion; 

FIG. 2 is a diagram of an n-state Fibonacci LFSR based 
descrambler in accordance With an aspect of the present 
invention; 

FIG. 3 is a diagram of an n-state Galois LFSR based scram 
bler in accordance With an aspect of the present invention; 

FIG. 4 is a diagram of an n-state Galois LFSR based 
descrambler in accordance With an aspect of the present 
invention; 

FIG. 5 is a diagram of a reversible coder With a codebox in 
accordance With an aspect of the present invention; 

FIG. 6 is a diagram of a reversible decoder With a codebox 
in accordance With an aspect of the present invention; 

FIG. 7 is a diagram of a coding and decoding Feistel 
netWork in accordance With an aspect of the present inven 
tion; and 

FIG. 8 is a diagram illustrating implementing n-state 
sWitching functions in accordance With an aspect of the 
present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Using the XOR function for coding binary and n-state 
symbols is Well established and Will not be explained herein. 
HoWever one aspect of the XOR function should be high 
lighted and that is the aspect of being self-reversing. This 
means that combining tWo symbols A and B by a XOR Will 
generate symbol C in accordance WithA XOR B—>C. The self 
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reversing property allows determining for instance A When B 
and C are known in accordance With C XOR BQA. 

A, B and C may also be a plurality of binary symbols 
Wherein the XOR is operated upon the individual bits as is 
knoWn to someone of ordinary skills in the art of binary logic 
and coding. In general coding may consist of confusing an 
unauthorized user by using different transposition and sub 
stitution schemes. An authorized user familiar With the 
schemes may reverse the coder as a decoder and recover the 

original message. It is common to combine a message (for 
instance A) With a key (for instance B) Which is only knoWn 
to authorized users. A message C created from A XOR B can 
only be decoded if the key B is knoWn. 

Clearly reversibility is an important aspect of coding. The 
terms coding and decoding are used herein. The methods of 
using transformation schemes for symbols are generally 
knoWn as encipherment and speci?c methods are called 
ciphers. It is to be understood that coding herein means enci 
pherment and that a code herein is a cipher. 

The XOR function can be used to code a message continu 
ously as a streaming cipher. The XOR function may also be 
used to code blocks or Words of symbols, for instance per 
8-bits or bytes. This usually requires synchronization of the 
Words and such a coder is called a block coder. 
One interesting coding operation that is reversible is addi 

tion of a Word of symbols With another Word of symbols. The 
tWo operations that are used in such coder may be the com 
mon addition for instance for coding and subtraction for 
example for decoding, though subtraction may also be used 
for coding and addition for decoding. It is really the combi 
nation of tWo ?lnctions that is required. 

Addition means usually applying a ripple adder Wherein a 
modulo-n residue and a carry are generated and the operation 
of modulo -n addition and carry generation are continued until 
no more carry is present. Ripple adders and their counter parts 
in binary and n-state form are knoWn. For an example of a 
binary and a 3-state ripple adder is for instance referred to the 
Website <URLWWW.nstatelogic.com>. 
A classical radix-n addition comprises tWo operations: 

generation of a modulo-n addition residue and the addition 
With the radix-n residue of a radix-n carry. The carry may 
propagate through intermediate sums until no further carry is 
generated. In radix-2 or binary logic the modulo-2 addition is 
the XOR function. The carry is determined by applying the 
AND function. 

Because addition and subtraction are generally vieWed as 
arithmetical operations the sWitching logic of subtraction is 
usually explained as tWo’s complement addition. This means 
that the subtraction is presented as realized With the same 
functions as in addition. HoWever in a sWitching sense the 
addition and subtraction are a pair of reversible operations 
and no advance change of the symbols (by complementing 
them) should be required. In fact a radix-2 subtraction is a 
combination of tWo operations like the addition: a modulo-2 
subtraction, Which is also the binary XOR sWitching function 
and the determination of a borroW symbol With a binary 
sWitching borroW function ‘sb’ Which is determined by the 
folloWing truth table ‘sb’. 

sb 0 l 

O O l 
l O O 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
When the subtraction is Written as A-B then A is repre 

sented by the roWs in the truth tables and B by the columns. 
The truth table means in radix-2 arithmetic that one has to 
borroW a 1 from the more signi?cant digit if B>A. 
The folloWing table shoWs a complete ripple subtraction or 

addition calculation for a 3 symbol Word. 

a3 a2 a1 
d3 d2 d1 

sc (a3 sc d3) (a2 sc d2) (a1 sc d1) 
scb (a2 sb d2) (a1 sb d1) i 
so 

scb 
sc 

(a3 sc d3) sc (a2 sb d2) 
(a2 sc d2) scb (a1 sb d1) 
[(513 so d3) sc (a2 sb (12)] 
so [(512 so d2) scb (a1 sb (11)] 

(a2 sc d2) sc (a1 sb d1) 

A recursive Way of shoWing the process of calculating the 
sum or difference is: 

a3 a2 a1 
d3 d2 d1 

sc £131 £121 all 
scb (131 (121 i 

so £132 £122 
scb (132 i 

so (133 

In case of the binary addition it should be clear that sWitch 
ing function ‘sc’ is the XOR function and ‘scb’ is the AND 
function. In case of the subtraction ‘sc’ is again the XOR and 
‘scb’ is the non-commutative A<B function. 

For instance, assume that one has a 4-bit Word W:[l l l l] 
and a ‘key’ K:[l 0 l 0]. An addition C:W+K:[l 0 0 l] and 
W:C—K:[l 00 l]—[l 0 l 0]:[l l l l]. The ?nal carry Will not 
be shoWn (as it Wouldmake the Word 5 bits). It is also assumed 
that a ?nal ‘borroW’ symbol as required is alWays available. 
One may also start With a subtraction: C:W—K:[l l l 

l]—[l 01 0]:[0 l 01].As decoding: W:C+K:[0 l 0 l]+[l 0 
l 0]:[l l l 1]. 

For the purpose of illustrative examples the coding and 
decoding are performed from right to left, as in an arithmeti 
cal calculation. It should be clear that this order of execution 
is not required. One may also calculate the ‘carry’ and ‘bor 
roW’ from left to right. Or for that matter one may select a 
complete different order of execution as long as coding and 
decoding is performed in the same order. 
The above raises the folloWing questions: a. in the binary 

case 1. are there other ‘carry’ and ‘borroW’ functions that 
combined With the XOR function alloW for reversible coding; 
and 2. are there other reversible functions than the XOR 
function that Will alloW combined coding and decoding With 
a transitional ‘carry’ and ‘borroW’. The next question is then: 
can n-state functions With n>2 be found that perform similar 
reversible coding schemes; and b. What about the n-state case 
With n>2. 
Binary Functions 
The earlier provided coding and decoding expressions per 

symbol can be executed in a computer program. Suppose that 
a coder and a decoder both apply the XOR as the reversible 
function. By using a function sbl for determining a ‘carry’ in 
a multi-symbol coder and a function sb2 for determining a 
‘borroW’ in a decoder and checking for all possible states of 
the symbols one can determine if there are combinations of 
XOR and sbl that code a Word of bits in such a Way that a 



US 8,149,143 B2 
7 

combination of XOR and sb2 Will decode the coded Word into 
its original form. It may turn out that for very short Words (2 
symbol Words) there is a greater variety of combinations than 
for instance Words With 4 or more bits. The length of a Word 
in number of symbols that is covered by the coding/decoding 
scheme is called the reach of the coding/decoding scheme. 
The reach is provided by the number of symbols in a Word that 
can be correctly coded and decoded. 

Combinations of functions for coding and decoding short 
Words are fully contemplated and are an aspect of the present 
invention. For illustrative purposes the examples provided 
herein Will be mainly limited to What one may call universal 
combinations Which are not limited to certain Words or 
lengths of Words. This is, as Will shoWn beloW, that there are 
many possible combinations of such functions When one 
looks at symbols With states n>2. However, these combina 
tions for short Words are recogniZed and fully contemplated. 
An example Will be provided. 

It turns out that there is indeed a combination of tWo binary 
functions that Will perform the ‘carry’ and ‘borroW’ tasks 
combined With the XOR function. These functions are the 
NAND function and the binary function determined by the 
truth table 

sb2 0 1 

For instance the codeWord [l l l 1] With key [1 0 l 0] using 
XOR as ‘sc’ and NAND as ‘sb’ Will generate [0 0 l l] as 
codeWord. Applying XOR as ‘sc’ and sb2 as ‘scb’ Will recover 
the codeWord [l l l 1]. 

For illustrative purposes the coding With XOR and sb2 and 
decoding With XOR and NAND Will be shoWn in the folloW 
ing tables for CIWGBK, Wherein G9 is used to indicate coding, 
Which combines ‘sc’ and ‘scb’; decoding then is WIC®K , 
Wherein ®is used to indicate decoding Which may use a 
different combination of ‘sc’ and ‘scb’. 

XOR 

XOR 

XOR 

XOR 

One can repeat the above coding by applying the appropri 
ate functions as in a ripple adder. Instead of the AND function 
for determining a carry, one noW applies the binary function 
determined by the truth table ‘sb2’. 

Decoding the Word is then using C in the position of W, 
apply the same key K and use the functions XOR and NAND 
as in the ripple adder Wherein the AND is noW replaced by the 
NAND. The process is shoWn in the folloWing table. 
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XOR 
NAND 
XOR 
NAND 
XOR 
NAND 
XOR 

An example of a novel coder/ decoder combination for very 
short codeWords is for instance the combination of XOR and 
NOR Which Will serve both for coder and decoder for Words 
of 2 bits. 
As a further aspect of the present invention one may select 

the EQUAL function as ‘sc’. 
One may use a coder and a decoder using the EQUAL 

function in a ripple adder type coding or scheme Wherein 
‘carry’ and ‘borroW’ are determined by either the NOR func 
tion or by a function sb3 Which is determined by the folloWing 
truth table: 

sb3 0 l 

The truth tables of the EQUAL function and the NOR 
function are provided in the folloWing tables: 

NOR 0 l 

0 l 0 
l 0 0 

EQUAL 0 l 

0 l 0 

As an illustrative example the Word W:[l l l l] is coded 
With ripple addition using the EQUAL function and ‘sb3’ for 
generating the ‘carry’. In this example the symbols are coded 
from right to left. It should be clear that coding may take place 
from left to right. It may also take place starting from any of 
the symbols in the Word. It may involve all the symbols of the 
Word; the coding scheme may also involve feWer than all 
symbols in a Word. One may also use a transpositional order 
of symbols to be coded. For instance, one may start at symbol 
2 in a four symbol Word; then process symbol 4; then symbol 
1 and end With symbol 3. Any other order may be used, as long 
as the same starting position and order is used in decoding. 
This may be helpful as at least one symbol, in accordance With 
the coding method provided as an aspect of the present inven 
tion is a straight coding by function ‘sc’ Without being 
affected by a ‘carry’ or a ‘borroW’. By not putting a ‘?rst 
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coded’ symbol in an obvious position one may make cryp 
tanalysis more difficult. This ‘hiding’ of the ?rst position is 
also helpful in n-state coding With n>2 Where there are more 
than 2 reversible functions ‘sc’. 

In the following table W is coded With a key K:[l 0 l 0]. 

W 

l l l l 
K 

1 O l O 

EQUAL l O l O 
sb3 l O l i 

EQUAL l l l 
sb3 O O i 

EQUAL O O 
sb3 l i 

EQUAL 1 
C = W 65 K O O l O 

For decoding, the EQUAL function is used With the NOR 
function to determine the ‘borroW’. One has to use the same 

key K. The process of decoding is shoWn in the folloWing 
table 

EQUAL 
NOR 

EQUAL 
NOR 

EQUAL 
NOR 

EQUAL 

There is an additional combination of ‘carry’ and ‘borroW’ 
generating functions that Will enable reversible coding/de 
coding combined With an EQUAL function. The tWo func 
tions ‘sb4’ and ‘sb5’ are determined by the folloWing truth 
tables. 

sb4 0 l 

0 0 l 
l l l 

sb5 0 1 

It should be clear that these additional functions are the 
inverse of the NOR function (Which is the OR function) and of 
‘ sb3 ’. 

For purposes of de?nition, one may assume reversible 
coding using only reversible functions and no carry or borroW 
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10 
function to be a ripple adder based scheme Wherein the carry 
or borroW function ‘scb’ is determined by the all 0 state truth 
table, sometimes called the “NEVER” function. 

Ripple Adder Scheme Coding/Decoding for N:3 

As a further aspect of the present invention reversible 
ripple adder based coding of 3-state symbols, using a revers 
ible function to determine a residue based symbol, combining 
such symbol With a carry or borroW type symbol to create a 
coded symbol, is provided. 

There are several reversible functions and multiple related 
carry and borroW functions that Will enable reversible ripple 
adder method coding and decoding of Words of 3-state sym 
bols, a Word having tWo or more symbols. There are multiple 
‘universal’ 3-state functions that enable coding/decoding of 
Words unrestricted to the number of symbols in a Word. There 
are also functions that apply only to Words With a limited 
number of symbols. 
The ?rst reversible coding function that may be investi 

gated is the modulo-3 addition. This is not a self-reversing 
function. It has as its reversing function the modulo-3 sub 
traction, Which is a non-commutative sWitching function. The 
truth tables of the modulo-3 adder (add3) and the modulo-3 
subtraction (min3) are provided in the folloWing tables. 

add3 0 l 2 

0 0 l 2 
l l 2 0 
2 2 0 l 

min3 0 l 2 

0 0 2 l 
l l 0 2 
2 2 l 0 

Because ‘add3’ and ‘min3’ are different 3-state sWitching 
functions the ‘carry’ is noW connected to ‘add3’ and the 
‘borroW’ is connected to ‘min3’. The 3-state functions to 
create ‘carry’ is ‘scc’ and the one to create the ‘borroW’ is 
‘scb’. The truth tables of ‘scc’ and ‘ scb’ are provided in the 
folloWing tables. 

sec 0 l 2 

0 0 0 0 
l 0 0 l 
2 0 l l 

Sch 0 l 2 

0 0 l l 
l 0 0 l 
2 0 0 0 

An example of coding and decoding using the above func 
tions are provided in the folloWing tables, Wherein the code 
Word W:[l l l l] and the keyWord is K:[2 0 2 0]. 
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1 1 1 1 
1 0 1 

add3 2 1 2 
$001 0 1 0 

2 0 2 0 10 M1113 2 2 2 
$001 1 0 i 

M1113 0 1 0 1 2223 0 2 
$001 0 i 

see 0 1 0 i add3 0 

add3 0 2 0 C = W 22 K 0 2 2 

15 
sec 0 0 i 

add3 0 2 

sec 0 i 

add3 0 

c = W 69 K 0 2 0 1 20 0 2 2 

. . . . . 1 0 1 

Decoding of C:[0 2 0 1] W1th K:[2 0 2 0] 1s prov1ded 1n the 
following table. min3 2 2 1 

25 S0131 0 1 0 
min3 2 1 1 
scbl 1 0 i 

min3 1 1 
scbl 0 i 

min3 1 
0 2 0 1 30 W = C a K 1 1 1 

2 0 2 0 Another combination of ‘scc’/‘scb’ is: 

min3 1 2 1 1 
Sch 0 1 0 i 35 

min3 1 1 1 
Sch 0 0 i $002 0 1 2 

min3 1 1 
0 0 1 1 

Sch 0 i 1 0 1 0 

min3 1 2 0 0 0 
W = C 8 K 1 l l l 40 

There are several other combinations of ‘carry’ function 
‘scc’ With ‘add3’ and ‘borroW’ function ‘scb’ With ‘min3’ that b2 0 1 2 
create corresponding reversible pairs of coder/decoder. One 45 SC 
such combination ‘scc1’/‘scb1’ is provided in the following 0 0 0 0 
table. 1 0 1 0 

2 0 1 1 

50 Yet another combination is: 
$001 0 2 

0 0 0 
1 0 1 
2 0 0 $002 0 1 2 

55 0 1 1 1 

1 1 0 0 
2 1 0 1 

scbl 0 2 

60 
0 0 1 
1 0 0 
2 0 0 scb2 0 1 2 

0 1 0 0 
. . 1 1 1 1 

A cod1ng/decod1ng example W:[1 1 1 1] and K:[1 0 1 0] 65 2 1 0 1 
using the above functions ‘scc’/‘scb’ is provided in the fol 
loWing tables. 



US 8,149,143 B2 
13 

There are more of these combinations connected to add3 
and min3. These combinations can easily be found by apply 
ing a computer program and using for instance different 
Words of 6 3-state symbols With a key of 6 3-state symbols and 
identifying the functions that perform the correct coding and 

1 4 
A coding/decoding example using W:[l l l l] and K:[2 0 

2 0] With these functions is provided in the folloWing tables. 

decoding. For instance the reversible 3-state function add3l W 
has a reverse min3l of Which the truth tables are provided in 
the folloWing tables. 1 1 1 1 

10 K 

11111131 0 1 2 2 0 2 0 

(1) a (1) 2 11111131 2 0 2 0 
2 1 2 0 15 $003 1 2 1 i 

11111131 2 1 2 

$003 2 2 i 

11111131 0 2 

11111131 0 l 2 20 S003 2 i 

0 1 0 2 add3l 1 

1 2 1 0 c = W 69 K 1 2 2 0 
2 0 2 1 

One combination of ‘scc’/‘scb’ to ‘add3l ’/‘min3l ’ is pro- 25 
vided in the folloWing truth tables. 

C 

1 2 2 0 
$003 0 l 2 30 K 

1 0 0 0 

2 1 0 0 11111131 0 0 1 1 
scb3 2 2 l i 

min3l 2 l 

S0133 0 1 2 “P3 2 * 
m1n3l l 

0 0 0 0 W = c 8 K 1 1 1 1 

i i 3 5 40 
There are at least 6 different combinations of ‘add3’ and 

In addition to functions ‘see, and ‘Sch, On1y having Carry ‘min3’ and over 20 different combinations of‘scc’ and ‘scb2. 
and borroW transitions of state 0 and state 1 there are also Accordingly one can reversibly Code a plurality of Words of 
functions having other state transitions. For instance carry 45 3'S1a1e 5y111b015>aWO1d11aV111ga11ea512 3-5121“: 5y111b015> 11110 
and borroW transitions of state 1 and state 2 are also possible. the Same number of codewords’ each codeword 11av111g the 
Using reversible functions ‘ add3l’ and ‘min3l’ in a ripple Same 11111111361 Of 5y111b015 11Wa5 Coded fro111>by aPP1y111g10 a 
adder type Scheme one may apply for coding and decoding word a ripple adder type coder, and applying at least 2 differ 
the functions ‘ scc4’ for carry generation and ‘scb4’ forborroW ent combinations of reversible functions and carry generating 
generation of Which the truth tables are provided in the fol- 50 functions. This means that of course at least 2 Words have to 
loWing tables. be coded, etc. The inventor is not aWare of this ever done 

before. If that hoWever is not the case then at least 3 combi 
nations are believed to be novel. If that is not the case then at 

SW3 0 1 2 least 4 or 5 combinations are believed to be novel. This 
55 applies for any state n22 and for n>2. A combination may or 

0 2 2 2 may not include the trivial case Wherein the carry function is 

i 1 i i the NEVER function. 
In accordance With an aspect of the present invention one 

60 may also code a Word Which consists of a limited number of 
3-state symbols in a reversible manner With the ripple adder 

$0113 0 1 2 method. In those cases the method may not Work for Words 
With a greater number of symbols. For instance using the 

(f 1 i 5 functions ‘add3’ and ‘min3’ one may code a 3-symbol Word 
2 2 2 2 65 generating a carry by 3-state function ‘ scc4’ and generating in 

decoding a borroW by 3-state function ‘scb4’ of Which the 
truth tables are provided by the folloWing tables. 
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-continued 

m4 0 1 2 $006 0 1 2 

0 0 0 0 
1 0 1 2 5 2 0 2 2 

2 0 2 1 

10 scb6 0 1 2 

scb4 0 1 2 0 0 2 2 

0 0 2 2 i 8 1 i 
1 0 0 1 
2 0 1 0 

15 

Another combination for 3-symbol 3-state words is with 
the functions ‘add3 ’ and ‘min3 ’ is with ‘ scc5’ and scb5' which 

are provided in the following table. 

scc4 0 1 2 

0 0 0 0 
1 0 2 1 
2 0 1 2 

scb4 0 1 2 

O O 1 1 
1 0 0 2 
2 0 2 0 

The following combination works for at least 8 3-state 
symbols and appear not to be limited to the number of sym 
bols in a word. They again apply to ‘add3’/‘min3’. 

$005 0 1 2 

0 0 1 0 
1 0 2 2 
2 0 0 1 

scb5 0 1 2 

0 0 1 0 
1 0 2 2 
2 0 0 1 

For instance the word W:[1 1 1 1 1 1 1 1] added to the word 
K:[1 1 1 0 0 2 2 2] with the carry/borrow solution will 
generate [1 2 1 0 0 2 2 0], which can be correctly decoded. 

Another combination is provided by the following table 
which will work again with ‘ add3’/‘min3’. 

$006 0 1 2 

0 0 1 1 
1 0 1 2 
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This combination using the same W and K as above will 
generate [0 2 1 0 0 0 2 0] and will decode correctly. 

The strength of the code may come from the coding func 
tion add3 and the randomness of the key. However if both are 
for some reason compromised then the carry function creates 
additional randomness. 

It is known in the art of ripple adders that calculating a carry 
or borrow in an addition may slow down the process of 
calculating a sum. Especially when a carry ‘ripples’ through 
all digits of a calculation one has to go through the full cycle 
of individual steps. In many cases such a ripple may not occur 
and one may stop calculations early. It is often advantageous 
to predict if a ripple will occur. If that is not the case one may 
stop calculations in an early stage, thus potentially saving 
time. This carry predicting is a well known process and comes 
in different forms. One known method is the Carry Look 
Ahead method. Application of these predictive methods can 
also be developed for the coding and decoding processes 
described as different aspects of the current invention and are 
fully contemplated. These carry predictive and look ahead 
methods do not change the coding and decoding methods as 
provided herein, but can make them faster, especially if one 
uses words with a signi?cant number of symbols. 

Ripple Adder Based Coding/Decoding for N:4 

As illustrative examples also coding/ decoding functions in 
a ripple adder scheme will be provided for the 4-state case. 

First some 4-state carry and borrow functions will be 
shown for the modulo-4 addition and subtraction, of which 
the truth tables are shown in the following table. 

add4 0 1 2 3 

0 0 1 2 3 
1 1 2 3 0 
2 2 3 0 1 
3 3 0 1 2 

min4 0 1 2 3 

0 0 3 2 1 
1 1 0 3 2 
2 2 1 0 3 
3 3 2 1 0 

The known carry and borrow functions sc4 and sb4 are 
provided in the following truth tables. 
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S04 

10 
min4 

sb41 

min4 

scb41 

min4 15 
scb41 

min4 

Another combination is provided by add4 With sc42 for 
coding and min4 and sb42. Truth tables are provided in the 
following table. 

0 5 2 2 

1 4 C S S n .m 

10 T. 
C n m N m 

00 b 
w W 

00 m 
C f O n .m T. 

00 a 
.m b m 0 C a 

23 

m m 
and sb41 that Will code and decode a Word is provided in the 
following table. S042 

2221 1221 1121 1111 0123 30 

$041 

1 1 1 1 2 
O 1 1 1 1 

2 M 0123 s 

5 O 3 4 O O 3 
1 O 2 1 1 1 O O O 

1 4 

2 3 b 

s 

As before one may also use other reversible functions for 
instance by transposing the columns in add4 into add41 and 00 01 
matching add41 With min41. The truth tables are provided in 
the folloWing table. 

45 01 11 

As an example the Word W:[1 1 1 1] Will be coded With key 
K:[2 0 2 0] using add4 With sc41 and decoded With min4 and 50 
sb41 . 

add41 

O 
1 3 1 

55 

min41 

60 303 11202 
3 add4 

sc41 
add4 
sc41 
add4 
sc41 
add4 

0 

Another combination is provided by add41 With sc43 for 
coding and min41 and sb43. Truth tables are provided in the 
folloWing table. 

65 310000 C W 69 K 
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S044 

sb44 

The combination using sc44 and sb44 stands out because 
these are identical functions. An example of coding and 

20 decoding With the identical functions is provided in the fol 

addigf(4) 
sc44 
addigf(4) 
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10 

15 

loWing table. 
:4 and for all n being 2” is 

:2P ' 

2?) is a self-reversing function and the 25 

30 

35 

40 

45 

19 

0 

0 

S042 

sb42 

There are in fact many more different combinations that 
Will code and reversibly decode. 

A someWhat special case for n 
that next to a modulo-n adder one often uses an adder over 

GF(n) Which is different from the modulo-n adder for n 
The adder over GF (n 

addigf(4) 

minigf(4) 

addition and subtraction have identical truth tables, Which are 
provided in the folloWing table. 

20213 ) ) W M g £4 m mmm mlwmm 
TWo sets of carry and borroW generating functions that 

enable coding and reversible decoding With add _gf4 are pro 
vided in the folloWing tables. 

min Hgf(4) 
scb44 
min Hgf(4) 
W _ c 8 K 

There are actually several other combinations of identical 
‘carry’/‘borroW’ 4-state functions that Will Work With add_gf 
(4)/min_gf(4). One other example is provided in the folloW 
ing table. 

$045 

50 

55 

60 

65 



US 8,149,143 B2 

sb45 0 1 2 3 

0 3 3 1 1 
1 3 3 3 3 
2 3 1 1 3 
3 3 1 3 1 

Ripple Adder Based Coding/Decoding for N>4 
It is easy to see that the additional borroW and carry func 

tions can be created by applying an n-state reversible inverter 
to earlier established borroW and carry functions. 
Ripple Adder Based Coding/Decoding for N>4 

It should be clear for those skilled in the art that one can 
extend the methods and apparatus provided herein as an 
aspect of the present invention can be implemented for n>4 
also. It is easy to generate different n-state coders/decoders 
based on radix-n adders and their radix-n carry combined 
With the corresponding radix-n subtractions. variants on the 
coders/decoders and their functions can be created by inter 
changing at least tWo columns of a truth table of a reversible 
function and a matching non-reversible function and applying 
the same interchanging of columns to the functions involved 
in the corresponding ripple adder scheme decoder. 
Limited Ripple Generation 

Using a full ripple adder/ subtraction approach on a p 
n-state symbol Word as provided herein, requires executing 
2p+1 steps and may create latency. One solution for reducing 
latency is to apply a carry look-ahead type operation. HoW 
ever this may still require signi?cant circuitry. One solution is 
to limit the siZe of the Word. For instance a long key, Which is 
usually a representation of a large prime number, can be 
segmented in smaller words. In some cases one Would still 
like to execute coding and decoding in a streaming fashion, 
rather than as a block coder. 

In accordance With a further aspect of the present inven 
tion, coding With a carry and reversible decoding With a 
borroW can be performed by limiting the depth of the carry 
and borroW function. The folloWing table shoWs one possible 
implementation of such an approach. The depth is provided 
by the maximum number of carry calculations for determin 
ing a coded symbol. The beloW scheme has a depth of 1. 

W 06 c5 c4 c3 c2 01 
K d6 d5 d4 d3 d2 d1 
addn e61 e51 e41 e31 e21 011 
earn (161 (151 (141 (131 (121 i 

C e66 e55 e44 e33 e22 011 

Herein for instance d21:c1 cam d1 generates a carry (or a 
borroW) from previous inputs. And c21:c2 addn d2 is a 
reversible operation Which could be a modulo-n addition. The 
?nal digit in a position is determined by the reversible com 
bination of c21 and d21. This approach applies to every digit, 
except for the ?rst digit as there is no carry or borroW to be 
generated. One may of course start coding With an assump 
tion of a ‘starting’ carry, usually called ‘carry-in’, as long as 
that assumption is extended to the decoder. This Will change 
the depth to 2. There is no extended ripple and the determi 
nation of a digit has only to Wait for a previous input, and not 
for a previous carry or borroW. Using the previous input to 
determine a carry is just one example, other orders of input for 
determining a carry and a borroW can be applied. 

In order to increase security one may add a preset carry to 
the ?rst digit that is being processed. One may do that Without 
or With ripple. 
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22 
Most cases Will be fairly simple functions, Wherein an extra 

state is provided When the key has a certain state. For instance 
the tWo binary carry/borrow functions that Will achieve such 
coding/decoding With the XOR are provided in the folloWing 
tables. 

caml 0 1 

0 0 1 
1 0 1 

bornl 0 1 

0 0 1 
1 0 1 

camZ 0 1 

0 1 0 
1 1 0 

born2 0 1 

0 1 0 

Interesting carry/borroW functions are provided in cases 
Wherein reversible additions over GF(2P) are used. In the 
earlier provided 4-state case tWo sets of carry/borroW func 
tions that Will Work With the method of limited ripple genera 
tion using add_gf4 are provided in the folloWing table. 

car41 0 1 2 3 

0 0 0 0 0 
1 0 0 0 0 
2 1 1 0 1 
3 1 1 0 1 

110141 0 1 2 3 

0 0 0 0 1 
1 0 0 0 1 
2 1 1 0 0 
3 1 1 0 0 

ca.r42 0 1 2 3 

0 0 0 0 0 
1 0 0 0 0 
2 0 1 1 1 
3 0 1 1 1 
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110142 0 1 2 3 

0 0 0 1 1 
1 0 0 1 1 
2 0 1 0 0 
3 0 1 0 0 

One may make a coder/decoder combination more com 

plex by involving another layer of carry and borroW symbols. 
This means that a scheme involves tWo layers of carry calcu 
lation, or a depth of 2. Such a scheme is shoWn in the folloW 
ing table. 

W 06 c5 c4 c3 c2 01 
K d6 d5 d4 d3 d2 d1 
addn e61 e51 e41 e31 e21 011 
cam (161 (151 (141 (131 (121 i 

addn e62 e52 e42 e32 022 
cam (162 (152 (142 (132 i 

C e66 e55 e44 e33 e22 011 

Using the GF(4) adder as reversible function the following 
combination is an examples of the matching non-reversible 
function. 

car43 0 1 

0 0 0 0 1 
l O O O l 
2 0 0 1 1 
3 0 0 1 1 

bor43 0 1 2 3 

0 0 0 1 1 
1 0 0 1 1 
2 0 0 0 1 
3 0 0 0 1 

As a further aspect of the present invention one may imple 
ment the herein provided ripple generating reversible combi 
nation of functions as a function in an n-state Linear Feedback 
Shift Register (LFSR) forn§2 and for n>2. LFSRs are knoWn 
and appear in Fibonacci and in Galois con?guration. FIG. 1 
shoWs an LFSR in Fibonacci con?guration With shift register 
elements srl, sr2 and sr3; functions 102, 106 and 107; one 
feedback tap 105 is speci?cally identi?ed. The LFSR 100 is 
identi?ed as the circuit in diagram to the right of line 101. The 
LFSR 100 has as its input 104 and as output 103. 

The diagram of FIG. 1 represents an n-state scrambler 
Which Was extensively explained in co-pending U.S. applica 
tion Ser. No. 10/935,960, ?led on Sep. 8, 2004, Which is 
incorporated herein by reference. Each of the n-state func 
tions 106 and 107 in the LFSR may be reversible or non 
reversible. HoWever for the scrambler of FIG. 1 to be corre 
sponding to a descrambler of Which a diagram is provided in 
FIG. 2 having the same LFSR 100 as FIG. 1. For the descram 
bler to correspond to the scrambler of FIG. 1 the function 109 
ds3 should be the reverse of function 102 sc3. In accordance 
With an aspect of the present invention signals processed in 
the scrambling function, descrambling function and the 
LFSR can be Words of 2 or more n-state symbols. The func 
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24 
tions in the LFSR Which may be a combination of functions 
may perform any multi-state, multi symbol processing, 
including the ones provided herein as aspects of the present 
invention. This is believed to be novel. For the scrambling/ 
descrambling to Work the functions sc3 and ds3 Which may be 
a combination of functions must be able to process 2 or more 
n-state symbols in such a Way that When sc3 is assumed to be 
the coder then ds3 is the decoder and has to reverse the 
Working of sc3. It is to be understood that in the processing of 
Words of n-state symbols all elements of the LFSR and the 
scrambling and descrambling function are able to process 
multi-symbol Words. 

FIG. 3 shoWs a diagram of an LFSR based scrambler of 
Words of 2 or more n-state symbols in Galois con?guration. 
The diagram to the right of line 305 shoWs the Galois LFSR 
300 With input 301 and output 304. FIG. 4 shoWs the descram 
bler corresponding to the scrambler of FIG. 3 in Galois con 
?guration. The same conditions for functions apply to the 
scrambler/descrambler of FIGS. 3 and 4 as to the ones of 
FIGS. 1 and 2 regarding processing of Words of 2 or more 
n-state symbols. It is noted that While the descrambler of FIG. 
2 is self-synchronizing the one of FIG. 4 is not. 
The LFSR devices that apply the coding scheme may apply 

reversible or non-reversible coding inside the LFSR. One 
may apply an external keyWord to a device such as 302 in 
FIGS. 3 and 4. The device in that case may no longer execute 
an n-state function scl, but rather for instance implements a 
ripple adder coding scheme as provided herein generating a 
‘sum’ and a ‘carry’ type symbol or set of symbols. A keyWord 
may be provided on an input 303. The aspect of LFSRs With 
devices that are controlled externally is disclosed in US. 
patent application Ser. No. 12/323,070 ?led on Nov. 25, 2008, 
Which is incorporated herein by reference in its entirety. A 
device inside the LFSR performing a ripple adder coding 
scheme may be reversible or non-reversible. A device such as 
device 306 in FIG. 3 may also implement a ripple adder 
coding scheme. Because FIG. 3 shoWs a scrambler, and FIG. 
4 shoWs a descrambler, device 306 should implement a 
reversible coding scheme that can be reversed by device 406 
in FIG. 4. The to be coded Word is provided on a ?rst input of 
device 306 as sig_in and the keyWord may be the Word pro 
vided on a second input of 306 by the LFSR. Device 406 
reverses the coding scheme. It is noted that in case of the 
LFSR processing Words of symbols, instead of symbols all 
elements, including the shift register elements are enabled to 
process Words of symbols. 
The use of multi-symbol n-state Words as provided herein 

is not limited to block-codes or LFSRs. The methods pro 
vided herein may also be used in reversible coders/decoders 
of Which a diagram is provided in FIGS. 5 and 6. While FIG. 
5 is called the coder and FIG. 6 the decoder, the roles may be 
reversed. The coder is comprised of a scrambling function 
1001 sc3 Which is inputted With a to be scrambled signal and 
on input 1004 With a signal sig_box coming from codebox 
1002. Codebox 1002 may be provided With a key signal 
sig_key on 1005; also the input signal may be provided on 
1006 and a scrambled signal is provided on 1003, Which is a 
feedback signal. The use of a feedback signal on 1003 
requires that an initial state is knoWn and used in the codebox. 
All functions in the codebox 1002 are instances of single 
n-state functions or a combination of n-state functions Which 

may be reversible or non-reversible, and should be able to 
process a Word of 2 or more n-state symbols. The scrambling 
function sc3 in 1001 also is able to process Words of 2 or more 
n-state variables and should be reversible. Thus sc3 may 
implement one of the reversible ripple methods provided 
herein as aspects of the present invention. 
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FIG. 6 provides a diagram of the decoder corresponding to 
the coder of FIG. 5. Codebox 1102 is identical to codebox 
1002. Input 1105 provides a signal With the key sig_key. Input 
1006 provides as a feedback the output signal from descram 
bling function ds3 . And input 1103 provides the coded signal. 
The coded signal is also provided to descrambling function 
ds3 in 1101. The descrambling function is also provided on 
1104 With a signal from the codebox. The functions ds3 
should reverse the functions sc3 in FIG. 6. All signals herein 
should then be Words of 2 or more n-state symbols and all 
functions shoWn in the ?gures are assumed to be able to 
process the Words as units. Accordingly each function is a 
plurality of functions, Which may be identical or may contain 
different functions as described herein as aspects of the 
present invention. 

The methods disclosed herein can be used in any reversible 
coder. For instance it can be applied in a scrambler as dis 
closed by Kuhlman et al. in Us. Pat. No. 7,099,469 issued on 
Aug. 29, 2006 Which is incorporated herein by reference. The 
methods can also be used in for instance the S-box of Feistel 
ciphers or Feistel netWorks. 

The Feistel netWork is illustrated in FIG. 7. Herein 721 is 
the coding or ciphering netWork and 722 is the decoding or 
deciphering netWork. The order of use of 721 and 722 can the 
exchanged as long the one reverses the other. The Working is 
Well knoWn to one of ordinary skill in the art, but Will be 
brie?y explained herein. A plaintext Word 701 of 2p (With 
p21 or p>l) n-state symbols With n22 Will be spilt into tWo 
parts 702 and 703 of n-state symbols. These Words and their 
parts may be binary symbols. They may also be n-state sym 
bols With n>2. They may also be n-state symbols Which are 
represented as binary symbols. An n-state symbol may be 
represented by n-state signals to be processed by n-state 
sWitching functions. They also may be binary symbols rep 
resented by binary signals to be processed by binary sWitch 
ing functions. They may also be n-state symbols represented 
by binary signals that are processed by n-state sWitching 
functions that are implemented by binary sWitching technol 
ogy. In the last case, signals and sWitching technology often 
represent symbols and functions over GF(2q) With q>l. 

In 721 Word 701 is split up in Word 702 and 703. Word 703 
is modi?ed by an n-state function 704 against a Word K0. The 
n-state functions implemented in 704, 706 and 708 may be 
reversible or non-reversible. They have as input a knoWn 
signal such as a key Word K0, K1, . . . Kn or apply some knoWn 

confusion scheme. These functions have to be applied With 
the same corresponding key in the coder 721 and in reversed 
order in decoder 722. The n-state functions 705, 707 and 709 
in coder 721 have to be reversible n-state functions and have 
to be applied in reversed order in their corresponding revers 
ing function in 722. The n- state function may be commutative 
or non-commutative. 

Assume that function 709 can be represented as sc 1 and 
function 708 as sc2. Further assume that the reverse of func 
tion scl is function ds 1. This can be illustrated by the expres 
sions c:a scl b and a:c dsl b. In general one applies the adder 
over GF(2”) as the reversible n-state function. This adder is 
self-reversing and commutative and can be implemented in 
binary logic by XOR functions. 

The last stage of 721 can be expressed as Cn:S scl Kn and 
RIAn sc2 Cn. The ?rst stage of 722 has a function 713 Which 
reverses sc2 and can be called ds2. The ?rst stage of the 
decoder 722 can be expressed as Cn:S scl Kn and An:R ds2 
Kn. This demonstrates that the decoder 722 reverses the coder 
721. One has to make sure that the generated codeWord 710 
Which is formed from 711 and 712 is entered in the proper 
Way as the to be decoded codeWord into decoder 722. 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

26 
In accordance With an embodiment of the present invention 

a tWo input n-state function of FIG. 7 may be represented by 
an n by n truth table. If the function is reversible a column 
and/or a roW of the truth table have to be a reversible n-state 
inverter. It is often fairly simple to use the adder over GF(2q) 
as a reversible function, because it is fairly easy to implement. 
One may modify the adder by providing n-state inverter at one 
or both of the inputs and/ or by providing an n-state inverter at 
the output. An n-state inverter over GF(2q) can be imple 
mented in binary logic for processing of Words of q bits by 
using combinational binary circuitry, by sWitching outputs or 
by using a memory device. FIG. 8 shoWs in diagram an n-state 
sWitching device 800 implementing an n-state function With 
inputs 801 and 802 and output 803. One may implement such 
a function by using for instance a device 804 that implements 
an adder over GF (2") With inverters 805 and 806 at the inputs 
and inverter 807 at the output that implements the function of 
800. An inverter may be identity, Which is a direct connection, 
Which may be called a multiplier 1. This aspect is extensively 
explained by the inventor in for instance U.S. Non-Provi 
sional patent application Ser. No. 10/ 935,960, ?led on Sep. 8, 
2004, entitled TERNARY AND MULTI-VALUE DIGITAL 
SCRAMBLERS, DESCRAMBLERS AND SEQUENCE 
GENERATORS Which is incorporated herein by reference in 
its entirety. 

For example, the device 800 may implement the 4-state 
function 

0 l 2 3 

O 3 1 O 2 
1 1 3 2 O 
2 O 2 3 1 
3 2 O 1 3 

The above function can be implemented by applying a 
4-state adder over GF (4) With at the inputs the inverter 805 [0 
1 2 3]—>[3 1 0 2] and inverter 806[01 2 3]Q[0 2 3 l] and 
inverter 807 is [0 l 2 3]—>[0 l 2 3], Wherein input 801 deter 
mines the roWs of a truth table 

In a further embodiment of the present invention one may 
use different reversible n-state functions in a Feistel netWork. 
In general the plaintext Words that are being coded (and 
decoded) are part of a message that contains a plurality of 
plaintext Words. In a further embodiment of the present inven 
tion one may dynamically change a function in a netWork in 
a controlled Way as the coder receives plaintext Words. Such 
changes may be controlled by a clock signal and by a list of 
possible functions that can be applied by the coder. A selected 
function, or series of functions may also be determined based 
on a state of the coder or on a state of one or more keyWords. 

In a further embodiment, one may apply as a reversible 
function a set of tWo functions that perform a ripple adder 
scheme. One may use a reversible scheme for the devices that 
require to be reversible. One may also apply non-reversible 
ripple adder schemes for the functions 704, 706 and 708. One 
may apply a broader range of carry functions than in the 
reversible scheme. In the non-reversible scheme one may 
apply for instance all of the n-states as a possible carry state. 
For instance, as a non-reversible 4-state ripple scheme one 
may apply the adder over GF(4) both as the adder part and the 
carry part. For instance, one may only calculate a carry once 
(or depth 1) to generate a codeWord. The folloWing example 
shoWs a result of adding plaintext [l 2 2 0 3] With keyWord [2 
3 0 3 l] by applying the adder over GF(4). 
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plaintext 1 2 2 0 3 
keyword 2 3 0 3 1 
add 3 1 2 3 2 
carry 1 2 3 2 i 

result 2 3 1 1 2 

All functions herein can be physically implemented and 
applied. Functions can be created as custom circuits enabled 
to process n-state symbols. Circuits can also be known or 
novel binary circuits processors, computer systems or custom 
circuitry enabled to input, process and output n-state sym 
bols. An n-state symbol itself may be represented as a single 
symbol, it may also be represented as a binary word. In the 
latter case a word of 2 or more n-state symbols for n>2 may be 

a word of 2 or more words of binary symbols. Symbols may 
be represented by the presence of an electrical, optical, 
mechanical, quantum-mechanical, bio-chemical, molecular 
phenomenon or by any phenomenon that can represent an 
n-state symbol. All circuits, systems, apparatus and proces 
sors that can implement and execute the methods disclosed 
herein may be designated as a processor. 

The coding and decoding methods provided herein may be 
applied in computer devices, including computer systems, 
communication devices and systems, storage devices and 
systems and security applications. One such security appli 
cation may be an application to identify a user of a system, 
which may be a ?nancial system and may be for instance 
implemented in a credit card or an ATM card and/or the 
systems used to read such cards. 
The coding and decoding methods and apparatus as pro 

vided herein may be running in real-time. They may act on 
signals or samples of signals in real-time. They may also be 
applied not in real-time. 

The expressions herein perform a ripple adder like opera 
tions wherein an augend and an addend are processed to 
create a sum. The operation is actually not always a sum. 
What in the actual ripple adder is called a sum, may be called 
a codeword in the different aspects of the present invention. 
The augend then corresponds with a to be coded word. The 
addend may be a key. The codeword may be decoded to the 
original word that was coded by using the structure of the 
ripple adder that performs a subtraction. Herein the minuend 
corresponds with the codeword. The subtrahend is a keyword 
and the calculated difference corresponds with the original 
word. 

The coding and decoding method provided herein as dif 
ferent aspects of the present invention all use a ripple adder 
scheme. A ripple adder scheme is well known to those skilled 
in the art of digital electronics. A known illustrative ripple 
adder scheme is in binary electronics. Determining an inter 
mediate result comprises two steps: determining in a position 
a residue of two digits related to that position by using a ?rst 
reversible logic function and determining a transitional digit 
or symbol which may be a carry or a borrow from two digits 
or symbols from different positions by using a ?rst non 
reversible function. A residue digit is considered to be a result 
digit if for a position no more transitional digits for a position 
can be generated. The process stops after the last result digit 
or symbol has been generated. In a ripple adder to determine 
a sum the digits have a value, and the scheme is processed 
from the least signi?cant symbol to the most signi?cant sym 
bol. Also the ?nal generated transitional symbol may occupy 
a new position as the new most signi?cant digit. This digit is 
also known as the carry-out. 
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For coding a word of n-state symbols herein applying a 

ripple adder scheme will mean using the same process how 
ever without the limitation of moving from right to left and 
without generating a ?nal symbol outside the original word as 
a most signi?cant digit. The ?nal symbol in a ripple adder to 
create a sum from adding two p symbol words may be a 
(p+1)th symbol, created by a transitional symbol such as a 
carry. 1n coding or decoding this (p+1)th symbol is not gen 
erated and may not be required. One may thus process the 
symbols in any order, only requiring that each symbol is 
processed only once. For illustrative purposes coding and 
decoding examples were shown moving from right to left. 
However other orders of processing may also be used. For 
decoding the same scheme and order as the coding process are 
used. However therein a second reversible function and a 
second non-reversible function may be used which are differ 
ent from the functions in the coding ripple adder scheme to 
recover the original word. 

It is to be understood that the position of a word as augend, 
addend, minuend or subtrahend are only important when 
functions applied are non-commutative. If a function is com 
mutative then the roles of augend and addend and minuend 
and subtrahend are interchangeable and non-limiting. 

In a coder using a ripple adder scheme the reversible func 
tion can be a radix-n modulo-n adder and the non-reversible 
function the radix-n carry function. The reverse of the revers 
ible function can also be used as the reversible function in the 
ripple scheme. Accordingly the radix-n modulo-n subtraction 
function is a reversible function that can be used for coding, 
combined with the radix-n borrow function. The set of n- state 
reversible functions including the radix-n modulo-n adder is 
called the ?rst set of reversible n-state functions. Further more 
it is easy to check that the function with a truth table that is 
modi?ed from the radix-n modulo-n adder by changing posi 
tions of at least two columns of the truth table of the modulo-n 
adder is also a valid reversible function in a ripple adder 
scheme coder. Such a function is a radix-n function modi?ed 
according to an n-state inverter is called an inverted radix-n 
adder. 
The set of n-state reversible functions including the radix-n 

modulo-n adder of which each function in the set enables 
coding a word of n-state symbols according to a ripple adder 
scheme into a codeword that can be decoded with a corre 
sponding ripple scheme decoder is called the standard adder 
set of n-state reversible functions. 
The set of n-state reversible functions including the radix-n 

modulo-n subtraction of which each function in the set 
enables coding a word of n-state symbols according to a 
ripple adder scheme into a codeword that can be decoded with 
a corresponding ripple scheme decoder is called the standard 
subtraction set of n-state reversible functions. 
The set of n-state reversible functions including an inverted 

radix-n modulo-n adder of which each function in the set 
enables coding a word of n-state symbols according to a 
ripple adder scheme into a codeword that can be decoded with 
a corresponding ripple scheme decoder is called the inverted 
standard adder set of n-state reversible functions. 

In a coder using a ripple adder scheme, the non-reversible 
function can be a radix-n carry function, which for n:2 is the 
AND function, with the reversible function being the radix-n 
adder function. This n-state non-reversible function may be 
called the standard radix-n carry function. The non-reversible 
function corresponding with the standard carry for decoding 
can also be used in a ripple scheme coder as the non-reversible 
function in the ripple scheme with the radix-n subtraction as 
the reversible function. This non-reversible function may be 
called the standard radix-n borrow function. Accordingly, the 








